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1 Intr oduction

In this chapter, learn

• whatashell is

• whichdifferenttypesof shellsexist

• whattheadvantagesanddisadvantagesof shellscriptsare
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1 Introduction

1.1 Shells

Whenever a userworks on a computer, thereneedsto be an interfacebetweenuserand
operatingsystemor betweentheoperatingsystemandtheapplicationto communicatethe
user’scommandsto thesystem.Suchaninterfacemaybepresentedto theuserin theform
of agraphicaldesktop,but it mayalsobeacommand-lineinterface.An examplefor sucha
command-lineinterfaceis theoneprovidedby thecommand.com interpreterunderDOS.

On Unix systems,the standardinterfacebetweenuserand systemis the shell. Strictly
speaking,there is no suchthing as the shell, becauseUnix systemstend to supporta
numberof differentshellprograms.

1.2 Types of Unix Shells

AlthoughUnix-typeoperatingsystemprovidevariousshells,thischapterwill only discuss
thecharacteristicsandprogrammingfeaturesof theBashshell. For thesake of complete-
ness,however, wewantto mentionsomeof themorecommonalternatives:

BourneShell Namedafterits developer, SteveBourne,therearetwo differentvariantsof
this shell:

/bin/sh The "original" Bourneshell — the default shell of mostoperatingsys-
temsbelongingto the Unix family. The Bourneshell is a simplecommand
interpreterandmostothershellsareanextendedimplementationof it.

/bin/bash Bo(u)rn(e)again shell, which providesextendedBourneshell func-
tionality andis thestandardshellonLinux systems.Bashis backwardcompat-
ible with theBourneshell,so the latter is oftennot installedanymore(on the
SuSELinux EnterpriseServer, /bin/sh is only a link to /bin/bash ).

C shell TheC shellhasasyntaxsimilar to thatof theC programminglanguage.Thereare
severalflavors:

/bin/csh The"original" C shell.

/bin/tcsh A successorto theC shellwith someenhancements.

Korn shell, /bin/ksh TheKorn shell is namedafter its developer, David Korn. It pro-
videssomeC shellfeaturesbut alsosomeof thefeaturesfoundin Bash(suchasthe
historyfunction).
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1.3 Uses for Shell Scripts

Whenworking on thecommandline, refer to thevariableSHELL to seewhich shellpro-
gramyouareactuallyusing:

tux@earth:~> echo $SHELL
/bin/bash

The first line of a shell script includesa statementspecifyingwhich shell to usefor it.
Thereforeit is not relevantwhetherthescript itself is startedfrom within anothershellor
not (seeSection3.3onpage37).

1.3 Uses for Shell Scripts

Many systemadministrationtasksinvolvesomekindsof choresthat

• needto beperformedagainandagain

• arethesamefor agivensetof elements

Thesetasksareobviouscandidatesfor somekind of automation.Apart from that,entering
onecommandafteranotherby handis a rathererror-proneprocess.If you mistypeoneof
the commands,you may needentereverythingagain. This canbe solved by storingthe
entirecommandsequencein afile, whichcanthenbeexecutedin amuchmoredependable
way.

1.4 Advantages of Shell Scripts

Therearemany areaswhereshellscriptsdoabetterjob thanotherkindsof programs.Shell
programshave theadvantagethatthey are:

• easyto write

• portable

Shellscriptshaveasyntaxthatis easyto graspandtheavailablecommandsshouldalready
beknown from everydayuse.Also, a shellscriptabstractsfrom theunderlyinghardware
architectureandcanthereforerunonverydifferentplatformswithoutmodifying thecode.
Finally, scriptedcodedoesnot requireany compiling.This is averyobviousplusata time
whenLinux is availablefor agrowing numberof hardwareplatforms.

On the otherhand,therearetaskswhereshell scriptsperformratherbadly or areuseful
only to alimited degree.Shellscriptsarealsoratherslow andtendto uselot of CPUpower.
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1 Introduction

All commandsof a shell script areprocessedby a commandinterpreter— which is the
shellprogramitself — andtheir executionis thereforecomparatively slow. For extensive
computations,it is often necessaryto rely on externalprograms,which resultsin much
slower executioncomparedto Perlscriptsor simpleC programs.In addition,shellscripts
canusea lot of processorpowerespeciallywhenquickly iteratingthrougha largernumber
of loops.

Shellscriptsarea goodsolutionfor many tasks,especiallythoserelatedto systemadmin-
istration.Morecomplex routines,however, maybesolvedmuchbetterwith otherscripting
languages,especiallywherequick executionis crucial or wherehigh CPU loadsareex-
pectedbecauseof thenatureof thetask.

Summar y

• Theshellactsastheinterfacebetweentheoperatingsystemandtheuser.

• The Bourneshell is the standardshell for Unix in general. Linux usesBash,an
enhancedBourneshellvariant,asits standardcommandinterpreter.

• Shellscriptsarea goodchoicefor thosetasksthatneedto bedonerepeatedlyin the
samefashion.However, they arerelatively slow andcancauseahighCPUload.
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2 Bash Basics

In this chapter, learn

• whicharetheconfigurationfilesof Bash

• how to redirectthestandarddatachannels

• how to usealiasesandthecommandhistory

• how to usevariables

• how to quotespecialcharacters

• whichsubstitutionsarepossibleunderBash
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2 Bash Basics

2.1 Initialization Files

To customizeBashfor an interactive session,it is usefulto know abouttheconfiguration
files andabouttheorderin which they areprocessed.To understandhow thingsareinter-
related,thereis oneimportantdistinctionto bemadebetweentwo differenttypesof shells:
login shellsandnon-login shells.

A login shellis startedwheneverauserlogsin to thesystem.By contrast,any shellstarted
from within a runningshell is a non-loginshell. Theonly differencebetweenthesetwo is
in thekind of configurationfiles readby themwhenstarted.

A login shellwill alsobestartedwhenever a userlogs in throughanX displaymanager.
Therefore,all subsequentterminalemulationprogramsrunnon-loginshells.

2.1.1 Login Shells

Thefollowing filesarereadwhenstartinga login shell:

/etc/profile A system-wideconfigurationfile readby all shells. It setsthingslike
the umask(which determinesfile permissiondefaults) and a numberof different
variables.

/etc/bash.bashrc A system-wideconfigurationfile of the SuSELinux Enterprise
Server for Bash-specificsettings,suchasaliasdefinitionsanda specialvariableto
definetheform of thecommandprompt.

∼/.bash_profile This is thefirst user-level configurationfile thatBashtriesto find.
It storesusercustomizations,for example, to changethe commandprompt. By
default, this file is notpresenton theSuSELinux EnterpriseServer.

∼/.bash_login The seconduser-specificfile that Bashtries to find. By default, the
file is not createdon theSuSELinux EnterpriseServer.

∼/.profile OntheSuSELinux EnterpriseServer, thisfile is createdfor eachnew user
by default. Any user-specificcustomizationscanbestoredin it. It will bereadnot
only by Bash,but alsoby otherUnix shells.

2.1.2 Non-Login Shells

Only onefile will bereadwhenanon-loginshell is started:

∼/.bashrc A configurationfile readonly by Bashin which userscanstoretheir cus-
tomizations.
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2.2 Aliases

Most Linux distributionshave a default setupthatensuresusersdo not seeany difference
betweena login shellandanon-loginshell. In mostcases,this is achievedby alsoreading
the∼/.bashrc file whena login shell is started.

On the SuSELinux EnterpriseServer, the file /etc/profile includesa commandto
readin the file /etc/bash.bashrc if it exists, but alsothe∼/.bashrc file, so the
settingsin thelatterarevalid for any login shells,too.

In otherwords,thesystem-wideconfigurationfiles arereadin only oncewhena userlogs
in at thesystem.By contrast,theuser-specificconfigurationfile∼/.bashrc is evaluated
only whenanew instanceof theshell is startedafterwards.

If you changeany settingsandwantthemto beappliedduringthesameshellsession,the
changedconfigurationfile needsto bereadin again.However, this cannotbeachievedby
simply enteringthefile name:

tux@earth:~> .bashrc
bash: ./.bashrc: Permission denied

By enteringthefile name,you tell theshellthatit shouldtry to executethisfile andtreatit
like a command,which will fail becausethefile doesnot have executepermissions.Apart
from that,evenif it wereexecuted,theshellwould starta subshellandthechangeswould
only apply to the latter (seeSection2.3 on page9). Theproperway to readin a changed
configurationfile andto apply the changesto the currentsessionis by usingthe internal
shellcommandsource .

tux@earth:~> source .bashrc
tux@earth:~>

Youmayalsousethe"shortform" of thiscommand,whichhappensto beincludedin many
configurationfiles,whereit is usedto readin otherconfigurationfiles. For instance,in the
file /etc/profile , youcanfind this:

test -s /etc/profile.local && . /etc/profile.local

Whatthis line doesis checkwhetherthefile /etc/profile.local exists(for test ,
seeAppendixA.7 onpage91). If thefile doesexist, it is readin by the". " command.The
dot, separatedfrom thefile nameby a space,is theshortform of thesource command
justmentioned.

To sumthisup,in orderto applychangesin oneof theBashinitializationfilesimmediately,
tell Bashto rereadthefile with source filename .

2.2 Aliases

Definingaliasesallowsyouto createshortcutsfor commandsandtheiroptionsor to create
commandswith entirely different names. On a SuSEsystem,whenever you enter the
commandsdir , mdor ls , for instance,youwill beusingaliases.

© 2004,SUSELINUX AG (http://www.suse.com/training/) 7



2 Bash Basics

Youcanfind outaboutthealiasesdefinedonyoursystemwith thecommandalias . This
will show youthatdir , for instance,is only analiasfor ls -l andthatmdis analiasfor
mkdir -p . Thesetwo areexamplesof aliasesthroughwhichnew commandsaredefined:

tux@earth:~> alias | grep mkdir
alias md=’mkdir -p’
tux@earth:~> alias | grep dir
...
alias dir=’ls -l’
...

To seewhethera givencommandis analiasfor somethingelse,usethe type command.
For eachcommandspecified,type will tell you whetherit is a built-in shellcommand,a
regularcommand,or analias.For regularcommands,theoutputof type lists thepathto
thecorrespondingexecutable.For aliases,it lists theelementsaliased:

tux@earth:~> type -a ls
ls is aliased to ‘ls $LS_OPTIONS’
ls is /bin/ls

Theabove exampleshows that ls , too, is analias,althoughin this caseit is only usedto
addsomeoptionsto thecommand.

The-a optionwasusedfor type to show boththecontentsof thealiasandthepathto the
original ls command.Theoutputshowsthatls is alwaysrunwith theoptionsasstoredin
thevariableLS_OPTIONS. Theseoptionscausels to list differentfile typesin different
colors(amongotherthings).

Most of the aliases used on a system-wide basis are defined in the file
/etc/bash.bashrc . Aliasesaredefinedwith the alias commandandcanbe re-
moved with the unalias command. As an example,enteringunalias ls would
remove thealiasfor ls , causingls to stopcoloringits output.

Thesyntaxto definealiasesis asfollows:
alias aliasname =" command options "

An aliasdefinedin this way is only valid for thecurrentshellandwill not beinheritedby
subshells.To makeanaliaspersistent,youneedto storethedefinitionin oneof theshell’s
configurationfiles.

Example:
tux@earth:~> alias ps="echo Hello"
tux@earth:~> ps
Hello
tux@earth:~> bash
tux@earth:~> ps

PID TTY TIME CMD
858 pts/0 00:00:00 bash
895 pts/1 00:00:00 bash
...

On theSuSELinux EnterpriseServer, thefile ∼/.alias is createdfor personalaliases
definedby eachuser. This file is readin by∼/.bashrc , wherea commandis included
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2.3 Variables

to that effect. Aliasesarenot relevant to shell scriptsat all, but canbe a real time saver
whenusingtheshell interactively.

Exercise

1. Underyour useraccount,createanaliasfor thecp command,suchthat
it is alwaysrunwith the-i option.

2. The commandssh -X root@localhost can be usedto connect
as root to the local X server via SSH,provided that X forwardinghas
beenenabledon the host. This allows regular usersto start graphical
applicationsasroot. To abbreviate theabove command,createanalias
for it underyourown useraccount.

2.3 Variab les

Thebehavior of theshellis largely influencedby its internal(built-in) variables.Userscan
alsodefinetheirown variablesthenusethemasneeded,for instance,in shellscripts.There
is an importantdistinction to be madebetweenthe shell variablesand the environment
variables.

Shellvariablescontrolthebehavior of theshell itself andareonly relevantlocally (for the
currentlyactiveshell).Examplesfor shellvariablesareHISTSIZE , PS1, andUID.

Environmentvariableshave a larger scopeandalsoinfluenceany otherprogramsstarted
from within thecurrentshell. In otherwords,they areinheritedby any subshellsor child
processes.Examplesfor environmentvariablesareHOME, PATH, DISPLAY, andPWD.

To understandbetterthatshellvariablesandenvironmentvariablesbehavedifferently, it is
usefulto haveacloserlook at theway in which theshellexecutesacommand:

© 2004,SUSELINUX AG (http://www.suse.com/training/) 9



2 Bash Basics

Figure2.1: TheFork & ExecuteMechanismof the Shell

Whenanexternalcommandis calledby theshell,thelatterfirst startsasubshell— it loads
animageof itself into memory. Theframesin thefigureeachrepresentaprocessaspresent
in memorywhenthis first stephashappened.Sotheprocesshasactuallydoubleditself, a
mechanismcalledforking. Now whentheprocessis forked,theenvironmentof theparent
process(which in our exampleconsistsof the PWDvariable— the nameof the current
working directory)is inheritedby thechild process.However, sincetheactualcommand
thathasbeencalledis thels command,theshellreplacesthesecondBashprocesswith the
ls process.Theshelldoessousingits internalexec call. This is donewithout changing
theoriginalenvironmentvariables(suchasPWD). Whenthecommandhasfinishedits job,
theprocessis terminatedthroughtheexit call andcontrol is handedover to theoriginal
shellagain,whichwill alwayswait for thechild processto cometo anend.

It shouldbe clear from the figure that changesto the environmentof the child process
cannothaveany influenceon theenvironmentof theparentshell.

2.3.1 Working With Variab les

Thesyntaxto setashellvariableis VARIABLE=value , by which thecontentsof value
aredirectly assignedto thenew variable.Beinga shellvariable,it will not beinheritedby
any subshells.
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2.3 Variables

Example:

tux@earth:~> VARIABLE1="Good morning"
tux@earth:~> echo $VARIABLE1
Good morning
tux@earth:~> bash
tux@earth:~> echo $VARIABLE1

tux@earth:~>

To refer to an existing value, it mustbe prefixed with the ’$’ sign. Thus, the command
echo $VARIABLE will returnthevalueof thatvariable.

With thecommandexport , a shellvariablecanbeturnedinto anenvironmentvariable.
Also usetheexport commandto defineanenvironmentvariableright away. As hasbeen
explainedabove,suchavariablewill thenbeinheritedby any subshells.

Example:

tux@earth:~> export VARIABLE2="Good afternoon"
tux@earth:~> bash
tux@earth:~> echo $VARIABLE2
Good afternoon
tux@earth:~>

To seewhichvariableshavebeensetfor yourshell,youcanusethesecommands:

export Listsall environmentvariables.

set Listsall variablesaswell asfunctionsthathavebeendeclared1.

env displaysa list of all currentlydefinedvariablesandtheir content.2.

Thecommandunset variable canbeusedto deleteavariable.

Example:

tux@earth:~> a=10
tux@earth:~> echo $a
10
tux@earth:~> unset a
tux@earth:~> echo $a

tux@earth:~>

Important: Whendefiningvariableswithin shell scripts,alwaysmake surethat they are
different from any existing variables,suchasUID or HOME. Otherwise,you may
have to dealwith conflictsanderrormessages.

1Moreover, set variable value canbe usedto modify the shell attributesduring runtime. Check
thebashmanpage(man 1 bash ) for moreinformation

2Moreover env variable =value command canbeusedto executecommandsin a modifiedenvi-
ronment(i.e.,with speciallysetvariables).Checkthemanpage(man 1 env ) for moreinformation
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2 Bash Basics

In summary, if you wanta variableto take effect on a local basisonly, you shouldsetit as
ashellvariable.If youwantavariableto beinheritedby subshellsaswell, useexport to
defineit asanenvironmentvariable.

2.3.2 Impor tant Internal Bash Variab les

Knowing abouttheimportantinternalBashvariablesis very usefulwhencustomizingthe
shell for interactive sessionsaswell asfor shellscripting.They arelistedin thefollowing
table:

Variable Description

HOME theuser’s homedirectory
PATH thesearchpathfor commands
PWD currentworkingdirectory
IFS the internalfield separator;i.e., thecharacterthatseparatesindi-

vidualargumentsfrom eachother
PS1 theprimaryshellprompt
PS2 thesecondaryshellprompt
PS3 thetertiaryshellprompt(seeselect )
? theexit statusor (returnvalue)of themostrecentchild process
$ theprocessID of thecurrentshell itself
# thenumberof argumentspassedto theshell
0-9 argument0 (usuallythecommanditself), argument1, andsoon,

aspassedto theshell
* all arguments(with theexceptionof argument0) asasingleword

or argument
@ all arguments(with the exception of argument0) as separate

wordsor arguments

Exercises

Exercise 1

1. Createa shell variablecalled USERNAMEthat holds your username.
Thenusethesu commandto log in asroot. Whatarenow thecontents
of thevariable?

2. Log out from the root shell to returnto your normalusershell. Convert
thevariableinto anenvironmentvariableusingtheexport command.
Now usesu againto log in asroot. Whatarethecontentsof thevariable
this time?
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2.4 Command History

3. ChangetheprimaryBashprompt(variablePS1) suchthatit displaysthe
currenttime or theprocessID of the lastprocess,for instance.Do this
sothechangestakeeffect immediately.

Exercise 2

1. As a regularuser, executethe ls commandin yourhomedirectorythen
checktheexit status.

2. As a regular user, executethe ls commandfor the homedirectoryof
userroot (/root ) thenchecktheexit status.

Exercise 3

1. Enterthecommandbash -s 1 2 3. Whatdo you think will be the
outputof echo $#?

2. What is the commandto obtain the third argumentof the above com-
mand?

3. How canyouobtaintheabovecommandwithoutany of its arguments?

2.4 Command Histor y

Whenusedinteractively, Bashkeepsa list of all thecommandsthathave beenenteredin
thecommandhistory. ThevariableHISTSIZE determineshow many commandsarekept
in thehistoryandthevariableHISTFILE determinesto whichfile it is saved.Thedefault
historyfile is∼/.bash_history andthedefault historysizeis setto 500.

Thehistoryfile is readin eachtimeashellsessionis opened.All commandsenteredby the
userareaddedto theexisting commandhistory. However, theseadditionsareonly written
to the file ∼/.bash_history whenclosing the shell session.Therefore,the history
tendsto bedifferentfrom shellto shellwhenrunningseveralshellsin parallel.

Thereareseveralwaysto accessthehistory. Thecommandhistory printsa numbered
list of all thecommandsstoredin thehistory. Youcanusethenumberstoaccessaparticular
commandwith ! n. This causesthecommandwith numbern to beexecutedagain— you
arenotpromptedto edit thecommandbeforeexecution.

tux@earth:~> history
1 ls
2 ps ax
3 echo $SHELL
4 history

tux@earth:~> !3
echo $SHELL
/bin/bash
tux@earth:~>
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2 Bash Basics

To reexecutethe last commandin the history, enter!! . In addition,browsethroughthe
history list simply by pressing

����↑ to go backin the list and
����↓ to go forward. The latter

methodwill just display the correspondingcommand,so that you canedit it beforere-
execution.

It is alsopossibleto searchfor commandsin thehistory. By entering! string , directly
executethe last commandstartedwith string . Here,again,it is not possibleto edit
the commandbeforeexecution. On the otherhand,you cansearchfor commandswhen
browsing throughthe history list: just enteroneor two lettersthen

�� ��Page↑ or
�� ��Page↓ to

jump to thepreviousor next commandin thehistorybeginningwith theseletters.

Thereareotherpossibilitiesto accessthe commandhistory, but the mostimportantones
arethe useof ’!’ to directly reruna previously enteredcommandandthe arrow keys to
manuallybrowsethehistoryfor theright command.

2.5 Input and Output Channels

Eachprogramsreliesontwo standarddatachannelsto receiveandto print dataplusanother
channelto outputerrormessages.

Theconventionalnamesof thethreestandarddatachannelsare:

• standardoutput— stdout

• standardinput— stdin

• standarderror(output)— stderr

Whena programis startedfrom theshell,all threeof thesedatachannelsareconnectedto
thecurrentterminal:all output(standardoutputandstandarderror)goesto thescreenand
all standardinput is readfrom thekeyboard.
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2.5 Input and Output Channels

Figure2.2: Standard Data Channels

Eachof thethreedatachannelshasanumber:

standardinput (stdin) 0
standardoutput(stdout) 1
standarderror(stderr) 2

Thesenumberscanbe referencedto redirectthe datachannelsandeachof the threeI/O
channelscanberedirectedindependentlyfrom theothers.Redirectionallows you to write
to afile (output,errors),but alsoto readfrom afile (input). Redirectionalsoallowsyou to
link up two processesby feedingtheoutputof thefirst processthrougha pipethensothe
secondprocesstakesthisasits input.

2.5.1 Redirection to Files

All threedatachannelscanberedirectedto files.

A programcouldreadtherequiredparametersfrom afile insteadof thestandardinput. The
word countcommandwc, for instance,countsthenumberof lines,words,andcharacters
in any input suppliedto it. By default, thecommandexpectssomeinputonstdin:

tux@earth:~> wc

Thewc programwill stopreadingfrom theinputonly when
�� ��Ctrl +
�� ��D arepressed.

© 2004,SUSELINUX AG (http://www.suse.com/training/) 15



2 Bash Basics

If you type somethingbeforestopping,wc will print the numberof lines, words, and
characters:

tux@earth:~> wc
Once upon a midnight dreary,
while I pondered, weak and weary, (...)
E.A. Poe

3 14 78
tux@earth:~>

The input canalsobetakendirectly from a file. This requiresthe ’<’ operatorto redirect
theinput:

tux@earth:~> wc < /etc/passwd
42 93 2199

tux@earth:~>

What the ’<’ operatordoesis to tell theprogramto readits input from thespecifiedfile,
ratherthanfrom standardinput. However, mostcommandsareableto directly usea file
astheir input evenwithout any redirection.In otherwords,mostcommandsthatnormally
takeafile nameasaninputargumentarealsoableto directly readfrom stdin.

tux@earth:~> wc /etc/passwd
42 93 2199

Theabove exampleshows that a file canbespecifiedasthe input for wc without having
to usethe ’<’ for stdin redirection.In a similar manner, you canredirectstandardoutput
(whichnormallygoesto thescreen)soit is written to afile.

tux@earth:~> date
Mon Sep 16 11:16:03 CEST 2002
tux@earth:~> date > timestamp
tux@earth:~>

In this example,theoutputof thedate commandis not sentto standardoutputbut to the
file timestamp .

Important: If thefile to which outputis redirecteddoesnot exist yet, it is automatically
created.More seriously, if a file of the samenamealreadyexists, it is overwritten
withoutpromptingyou for confirmation.

To avoid that an existing file is overwrittenor to write several outputstringsto the same
file, usetheappendoperator’>>’.

tux@earth:~> date > timestamp
tux@earth:~> date >> timestamp
tux@earth:~>

After executingthesecommands,the timestamp file shouldcontaintwo separatelines
with theoutputof date .
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All errormessagesareputoutonaseparatechannel,whichby default pointsto thescreen
aswell. However, thenext exampleshows thatstdoutandstderrareindeedhandledsepa-
rately:

tux@earth:~> ls / /root
/:
bin dev home media opt root srv usr
boot etc lib mnt proc sbin tmp var

ls: /root: Permission denied
tux@earth:~> ls / /root > outputfile
ls: /root: Permission denied

As youcansee,theerrormessageis still printedto thescreen,while the/ list is redirected
to outputfile .

The format to redirectthe standarderror output to a file is ’2> filename ’. Again, if
thefile alreadyexists,it will beoverwrittenwithout askingyou for confirmation.Justlike
with stdout,youcanappendtheerroroutputto afile with ’2>> ’.

tux@earth:~> ls / /root 2> errorfile
/:
bin dev home media opt root srv usr
boot etc lib mnt proc sbin tmp var
tux@earth:~> ls / /root > outputfile 2> errorfile
tux@earth:~>

Thefirst commandonly redirectstheerroroutputto theerrorfile . Thesecondcom-
mandredirectsbothstdoutandstderrto two differentfiles.

It is alsopossibleto redirectbothchannelsinto thesamefile. To achieve this,onechannel
needsto be redirectedto the other one. One possibility is to redirectstandarderror to
standardoutputwith "2>&1". Theotheroneis to redirectstandardoutputto standarderror
with "1>&2".

tux@earth:~> find / -name "*.txt" 2>&1

In this command,theerroroutputis redirectedto stdout.

To write all theoutputto a file, we still needto specifya file name.Hereit is importantto
observe thecorrectorder:First, stdoutneedsto beredirectedto a file. This is followedby
thestderrto stdoutredirection,like in this command:

tux@earth:~> find / -name "*.txt" > files-found 2>&1

Sotheoutputof the find commandis written to a file calledfiles-found andsubse-
quentlyany erroroutputis redirectedto standardoutput.

As a simpler methodto redirectall output of a command,usethe "&>" operator. One
examplewherethis comesin very handyare cron jobs, where it is useful to discard
whateveroutputis producedby them:

42 * * * * somecommand &> /dev/null
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With this crontabentry, somecommandwould be executed42 minutespastevery full
hour. All outputis effectively sentto "nowhere"— to thedatasink /dev/null .

In somecases,youmayalsowantto redirectany standardoutputto thestderrchannel.For
instance,if a shell scriptwaswritten suchthaterrormessagesareprintedwith theecho
command,they areactuallyput out on stdout.To changethis, onecouldredirectthemto
standarderror:

echo "This is an error message in a script," 1>&2
echo "which bothers us on standard output, so" 1>&2
echo "we send it to standard error instead." 1>&2

If redirectedasabove, the error messagescanbe interceptedanddealtwith directly on
stderr, whichcouldthenberedirectedagain.

In summary, therearethefollowing possibilitiesto redirecttheshell’sstandardinput,stan-
dardoutput,andstandarderrorto afile:

< filename standardinput is readfrom afile
> filename standardoutputis redirectedto afile
>> filename standardoutputis appendedto afile
2> filename standarderroris redirectedto afile
2>> filename standarderroris appendedto afile
2>&1 standarderroris redirectedto standardoutput
1>&2 standardoutputis redirectedto standarderror
&> filename bothstandardoutputandstandarderrorareredirectedto afile

2.5.2 The here Operator <<

Thehere operator"<<" makesit possibleto feedmorethanonelineof inputto commands
that readtheir input from thecommandline. Normally, for mostof thesecommandsthe
input stopswith the

�� ��←↩ key. With the here operator, the endof input is reachedonly
whena previously defineddelimiter word is entered,so all input up to the delimiter can
be readfrom the commandline. This operatoris alsooften usedin shell scriptsto print
severallinesto thescreenwithouthaving to useanecho commandfor eachnew line.

Examples:

tux@earth:~> cat << THE-END
> first input line
> ...
> last input line
> THE-END
first input line
...
last input line

18 © 2004,SUSELINUX AG (http://www.suse.com/training/)



S
pe

ci
m

en
co

py

2.5 Input and Output Channels

In this example, the input for thecat command is read from standard input until the end
delimiter (THE-ENDin our case) is entered at thebeginning of a new line. This is much
less cumbersome than using multipleecho commands for the output of several lines.

tux@earth:~> sort << EOF
> cherry
> plum
> apple
> banana
> EOF
apple
banana
cherry
plum

Thesort command normally takes a file name as one of its arguments then arranges the
input coming from that file in an alphabetical list. In the above example, we use thehere
operator to feed the command with a list of words directly from the keyboard.

Just like in the example, thehere operator can be used in all those situations where it
is necessary to feed more than one line of input to a command that reads input from the
command line.

The operator ’<<- ’ is a variant of thehere operator ’<<’. It removes tabs at the be-
ginning of each line. Tabs can be used to arrange shell scripts in a clear structure. The
following program line removes the formatting tabs (see Sample Script 19 in Appendix E
on page 118).

cat <<- EOF

Attention: ‘<<- ’ only removes tabs. It does not remove spaces.

2.5.3 Feeding Output to Another Process

There are many situations where one might want to link up two programs such that the
output produced by a first program is read as the second program’s input. For instance,
you may want to use theless pager to directly process the output ofls -l .

One way to achieve this would be to direct the output ofls -l to a file, which can then
be displayed withless :

tux@earth:~> ls -l > filelist
tux@earth:~> less filelist

However, this can also be accomplished in a more direct way through a pipe. A pipe,
represented by the ’|’ symbol, can read the output of a process as available on stdout and
directly feed it to another process on standard input.
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Figure2.3: FeedingStandard Output thr ougha Pipe

To link up thetwo commandsof theaboveexample,simply enter:

tux@earth:~> ls -l | less

To allow this kind of redirection,the secondprocessmustbe ableto readfrom standard
input.

Moreexamples:

tux@earth:~> man -t bash | lpr

In thiscommand,themanualpageof Bashis convertedto PostScriptthendirectlypipedto
lpr for printing.

tux@earth:~> ps aux | less

As theoutputof ps aux tendsto betoo longto displayononescreen,it is pipedto less
to view it pageby page.

Thiskind of commandchainingis oftenusedin shellscripts,astherearemany caseswhere
agivenstringor valueneedsto beprocessedseveraltimesto beusefulfor furthersteps.

Chaining Commands With xargs

TheBashshellhasa limited input buffer, sotherearecaseswherethelist of argumentsis
simply too long to be passedto a given command.If that happens,the commandaborts
with an error. This is wherethe xargs commandcomesto the rescue.The syntaxof
xargs assumesthat it receivesa list of argumentsfrom a first commandthrougha pipe.
Thexargs commandalsoneedsto betold abouttheprogramto which it shouldpassthe
argumentsof thefirst. Thus,thesecondcommandis anargumentof xargs itself:
command1 | xargs command2

Thebuffer of xargs is largerthantheshell’sbuffer. Soxargs first collectsall arguments
passeduntil its buffer is full, thenit calls thesecondcommandto supplythesearguments
to it. Thenxargs collectsmoreargumentsfrom the first commandandso on. With its
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largerbuffer, xargs is ableto feedcommandsjust themorselsthatthey canswallow. The
commandis alsoveryusefulin othersituations.

As hasbeenmentioned,chainingcommandsthroughapiperequiresthatthesecondis able
to readfrom standardinput. Not all programshave thatcapability.

Example:

tux@earth:~> find . -name "*.old" | rm
rm: too few arguments
Try ‘rm --help’ for more information.

With the above command,we intendedto usethe find commandto searchfor all files
thatarebackupcopiesthento deletethemwith rm. However, this failedbecauserm does
not readfrom standardinput.

Thexargs commandcansolvetheproblemby makingsurethelist of filesfoundis passed
asargumentsto rm.

tux@earth:~> find . -name "*.old" | xargs rm

Thesamecouldbeachievedby usingtheexec optionof find :

tux@earth:~> find . -name "*.old" -exec rm {} \;

Still xargs hastheedgeoverthissolutionbecauseof anotherdetail: If thefilesaredeleted
usingtheexec functionof find , therm commandis calledoncefor eachandevery file
thathasbeenfound.By contrast,rm will beexecutedonly afew timesif calledby xargs .
Thiswill speedup thingsquiteabit.

Furtherexamples:

tux@earth:~> ls *.c | xargs -n1 -i cp {} backups/{}.bak

All thefiles in thecurrentdirectorywith theextension.c arepassedto thecp asseparate
arguments(option -n1 ) with cp creatinga copy of eachfile in thedirectorybackups ,
giving themtheextension.bak .

tux@earth:~> find /etc -type f | xargs grep text

This commandsearchesfor all regular files in the /etc directory and, with the help
of xargs , the searchresult is filtered to display only those that contain the string
text . This is much fasterthan running the grep commandon eachfile found as in
find /etc -type f -exec grep text {} \; becausewith xargs eachrun
of thegrep commandprocessesanentirelist of files.

2.5.4 Duplicating the Output with tee

As soonasthe">" operatoris usedto directtheoutputof a commandto a file, it becomes
impossibleto watchthelive progressof thecommandon screen.Soa programis needed
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thatwritesto standardoutputandto afile at thesametime. This is whatthetee command
does. In the following example,the outputof the first commandis pipedto tee . A file
nameis specifiedasanargumentfor tee to tell it to which file thesecondoutputstream
shouldbewritten:

tux@earth:~> find / -type f -name "*.c" | tee cfiles-found

Soin thiscaseit is possibleto view theoutputof thefind commandasit searchesthrough
thefile systemwhile alsohaving thesameoutputsavedto thefile cfiles-found .

Exercises

Exercise 1

1. Redirecttheoutputof thecommanddf -h to afile.

2. Usethemail commandto sendamail to root, whichcontainstheoutput
file of theaboveexercise.

Exercise 2

1. Mail theoutputof thecommanddf -h to root directly — without the
intermediatestepof saving thecommandoutputto afile.

2. Find all files on your systemwith theexecutablebit setanddisplaythe
resultwith thehelpof less while suppressingall errormessages.

2.6 Types of Commands

Enteringacommandin ashellcausesit to beexecuted,but therearedifferenttypesof com-
mandsandfor eachof themtheexecutionmechanismis different. Thecommandsexec
andexport discussedin Chapter2.3 on page9 areexamplesof the type of commands
calledshell built-ins. Thesebuilt-in commandsarean integral part of Bashitself andas
suchthey run aspartof thecurrentshellprocesswhenexecuted.This meansthatno child
processis startedfor them.

By contrast,regularprogramsareexternalto theshellandexist asrealexecutableson the
file system. The fork andexecutemechanismasillustratedby Figure2.3 on page10 is
performedwheneversuchaprogramis run.

When a commandis called from the shell, the latter first checkswhetherit is an alias
(see2.2on page7) to somethingelse.If that is not thecase,theshellcheckswhetherit is
a shellbuilt-in. If that is not thecaseeither, theshellwill look for it in theprogrampath
(assetby the PATHvariable). This whole searchorderbecomesimportantif thereis a
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built-in with thesamenameasa regularcommand,for instance.If that is thecaseandif
theshellis supposedto executetheregularcommand,thelatterneedsto besuppliedto the
shelltogetherwith its completepath.

To checkthetypeof agivencommand,usethetype command.

tux@earth:~> type cd
cd is a shell builtin
tux@earth:~> type wc
wc is /usr/bin/wc
tux@earth:~> wc

tux@earth:~> type wc
wc is hashed (/usr/bin/wc)

For eachprogramspecified,type informsyou whetherit is analias,a built-in, or a com-
mandexternalto theshell. In thecaseof externalcommands,type alsoprintsthepathto
theprogram.Bashrememberswhetheranexternalcommandhasalreadybeencalledfrom
thecurrentshellandtype returnsthemessageis hashed if thatis thecase.To seeall
theavailableinformation(e.g.,thepathto therealprogramhiding behindanalias),enter
type -a :

tux@earth:~> type -a ls
ls is aliased to ‘ls $LS_OPTIONS’
ls is /bin/ls

Theinformationaboutthecommandtypecanalsobeimportantwhenlooking for helpon
a given command.For instance,if you want to readhelp on the export commandby
openingthecorrespondingmanualpage(manpage), man export will openthemanual
pageof Bash,which containsmorethana thousandlinesof text. For built-ins, it is more
convenientto usethe help commandinstead,which providesa shortdescriptionof the
availableoptions.

tux@earth:~> help export
export: export [-nf] [name ...] or export -p
NAMEs are marked for automatic export to the environment of
subsequently executed commands. If the -f option is given,
the NAMEs refer to functions. If no NAMEs are given, or if ‘-p’
is given, a list of all names that are exported in this shell is
printed. An argument of ‘-n’ says to remove the export property
from subsequent NAMEs. An argument of ‘--’ disables further option
processing.

2.7 Quoting

Every commandline enteredin a Bashshellwill beinterpretedby theBashprogramfirst.
This includesany characterswith aspecialmeaningto Bash.

Thesespecialcharactersincludei. e. spaces,the internalfield separator— the character
separatingindividual arguments,andthe"$" sign,which is usedfor variablesubstitution.
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However, therearemany caseswhereonewouldnotwantthesecharactersto beevaluated
by the shell. For instance,in the caseof files nameswith spacesin them, it is seldom
desirablethat thespace-separatedpartsareinterpretedasseparatearguments.To protect
specialcharactersfrom beinginterpretedby theshell, they needto bequotedor masked.
Therearedifferentformsof quotationwith eachof themsuitablefor differentsituations:

• \ quotesthefollowing character

• ". . . " quotesany specialcharactersenclosedwith theexceptionof "$"

• ´. . . ´ quotesany specialcharactersenclosed

Accordingly, if you want to protectjust onespecialcharacterfrom being interpretedas
suchby theshell,puta "\" in front of it:

tux@earth:~> cp new\ file directory/
tux@earth:~> find / -iname "*.mp3" -exec mv {} /MP3 \;

The find command,whenrun with the exec option, needsto have a "‘ ; "’ as its last
argument.Thesamecharacterhasaspecialmeaningfor theshell,soit needsto bequoted.
Similarly, thesearchstringneedsto bequotedto make surethat it alwaysis evaluatedby
find andnotby theshell.

If you want variablesto be interpretedeven within a quotedstring, enclosethe string in
doublequotationmarks(". . . "). If do not wanttheshell to interpretany specialcharacters
atall, enclosethestringin singlequotationmarks(´. . . ´).

tux@earth:~> echo $HOME
/home/tux
tux@earth:~> echo "$HOME"
/home/tux
tux@earth:~> echo ’$HOME’
$HOME

Exercise

1. Use the command touch new\ file.c to create the file
new file.c in yourhomedirectory.

2. Executethecommandfind ∼ -name *.c to searchfor all C source
files in your homedirectory. If no files are found, what could be the
reason?

3. Settheshellto debugmodewith set -x (seeAppendixD onpage99).
Thenenterthepreviouscommandagain.

4. How doesthe find commandhave to look in orderto make surethat
theC sourcefiles in yourhomedirectoryarefound?
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2.8 Substitution and Expansion

When executinga commandin the shell, the entire commandline is evaluatedby the
shell while alsointerpretingany specialcharacters.The latter includesvariousforms of
substitutionandexpansion— amongother thingsthe shell replacesvariableswith their
valuesandexpandsmetacharactersto file names(which is alsocalledfile globbing).This
sectiondiscussesthedifferentformsof substitutionandexpansion.

2.8.1 Variab le Substitution

Whenever the shell encountersa "$", it assumesa variablewill follow thenreplacesthe
variablewith its value. Althoughthereis a conventionto definevariablenamesin upper-
caselettersonly, this is not strictly required.

This is anexamplefor variablesubstitution:

tux@earth:~> echo $USER
tux

2.8.2 Filename Expansion (File Globbing)

Whenspecifyingafile name,it is possibleto usewild cardsor metacharactersrepresenting
charactersto match— they areevaluatedby theshellto expandthemto realfile namesas
possible.

The shell canusedifferentwild cardsto performthis kind of expansionor file globbing
(detailscanbeobtainedwith man 7 glob ). However, someof theshell’s wild cardsfor
filenameexpansionaredifferentfrom thoseusedin regularexpressionswith a numberof
otherprograms(seeAppendixB onpage95).

Thesearethemetacharactersusedby theshellfor filenameexpansion:

Metacharacter Expandsto / Matches

? any singlecharacter(except "." as the first characterof a nameas
well as"/")

* any string(includingnull characters,but except"." asthefirst char-
acterof thename,aswell as’/’)

[. . . ] any of thecharactersenclosed
[!. . . ] noneof thecharactersenclosed
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Examples:

tux@earth:~> ls file?
file1 file2 file3
tux@earth:~> ls file*
file file1 file10 file2 file3
tux@earth:~> ls file[0-9]
file1 file2 file3
tux@earth:~> ls file[0-9]*
file1 file10 file2 file3
tux@earth:~> ls file[!1-2]
file3

Thefirst commandonly listsfilesthathaveexactlyonecharacterafterfile in theirnames,
sincethequestionmarkmatchesany singlecharacter. Also, neither"?" or "* " cover a dot
at thebeginningof a file name,which meansthathiddenfiles would not be listedby the
first two commands.The"* " wild cardmatchesany string includingnull characters(i.e.,
nocharacter),sofile is includedin theoutputof ls file* .

A pair of squarebracketscanbeusedto specifyrangesof charactersto match.However,
from thecharacterrangeasenclosedin brackets,only singlecharactersarematched.Ac-
cordingly, file[0-9] doesnot matchfile10 becausethis namehastwo characters
afterfile . By addingthe"* " to thebrackets,theshellalsoexpandsto all file nameswith
anarbitrarynumberof thecharactersfrom therange.The"!" is a negationmetacharacter;
it specifiesthatany singlecharacterthatdoesnot belongto thespecifiedrangeshouldbe
matched.

Thereareevenmorepossibilitiesto usemetacharactersfor filenameexpansion.

Brace Expansion

Curlybracesallow youtospecifyasetof charactersfromwhichtheshellwill automatically
form all possiblecombinations.This featureis usefulwhencreatingwholesetsof files or
directories,for instance.

To make this work, thecharactersto becombinedwith thegivenstringmustbespecified
asa comma-separatedlist with no spaces.However, while squarebracketsallow theuse
of ahyphento specifyanentirerange,this is notpossiblewithin curly braces.

Examples:

tux@earth:~> touch file{1,2,3}
tux@earth:~> ls
file1 file2 file3
tux@earth:~> mkdir directory{1,2,3}{a,b,c}
tux@earth:~> ls
directory1a directory1c directory2b directory3a directory3c file2
directory1b directory2a directory2c directory3b file1 file3
tux@earth:~> touch file{a-z}
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tux@earth:~> ls
directory1a directory2a directory3a file1 file{a-z}
directory1b directory2b directory3b file2
directory1c directory2c directory3c file3

Tilde Expansion

In scriptsandcommands,it is oftennecessaryto specifythehomedirectoryof auser. The
homedirectorynormallydefaultsto /home/ login-name . This is thedirectorywhere
eachusercanstoreany personaldata.However, homedirectoriesmaybelocatedin other
placesaswell, dependingon thesystemsetup.For instance,thehomedirectoryof root is
notadirectoryunder/home , but thedirectory/root itself.

With the help of the tilde ("∼"), the shell canrefer to a user’s homedirectory. The tilde
canbeusedin two differentways:

• ∼ Usedasa singlecharacter, the tilde expandsto the homedirectoryof the user
runningtheshell.

• ∼login-name If followed by a user(login) name,the tilde is expandedto the
homedirectoryof thatuserwithout theshellhaving to know theactualpath.

Thus,whenusingtheshellinteractively, any usercanreferto hishomedirectoryby speci-
fying thepathasasimple"∼".

Examples:

tux@earth:/tmp> cp somefile ~/somedirectory

earth:~ # cp /tmp/somefile ~tux

The∼login-name format is especiallyusefulfor shell scripts,becauseit allows refer-
ring to thehomedirectoryof theactualuserthatis runningthescript.

Example:

cp $FILE ~$USER

Hint: It is oftenusefulto testhow metacharacterswouldbeinterpretedby theshellbefore
actuallyexecutinga command,especiallyin the caseof filenameexpansion.This
caneasilybedonewith theecho command.Whenputtingtheecho commandin
front of theactualcommand,theshellwill performall expansions,suchthatit prints
theactualcommandthatwouldbeperformed.

earth:~ # echo cp /tmp/somefile ~tux
cp /tmp/somefile /home/tux
earth:~ # echo rm -r .[!.]*
rm -r .Xauthority .bash_history .exrc .gnupg .kde .qt .viminfo .xinitrc
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2.8.3 Command Substitution

Thereis oftena needto processtheoutputof somecommandasanargumentof another
command.This canbedonethroughcommandsubstitution.Normally, whenever a com-
mandis entered,theshell processesthecommanditself andassumesthe following input
fieldsareargumentsof thatcommand:

tux@earth:~> echo "It’s date +%b-%d today."
It’s date +%b-%d today.
tux@earth:~> FELLAS=who
tux@earth:~> echo $FELLAS
who

In the first command,date is only processedas an argumentof echo . The result is
thatinsteadof returninga phrasetelling usthecurrentdate,thecommandonly echoesthe
nameof thedate commandtogetherwith its arguments.In a similar manner, insteadof
the outputof the who command,the FELLAS variableis assignedonly the nameof the
who command.

Thereare two possibilitiesto make surethe shell really processesthe outputof another
commandin agivencommandline.

• $(command) Bash-stylecommandsubstitution

• `command̀ commandsubstitution,Bourneshell–compatible3

The two formatsare basically interchangeable.However, if you do needBourneshell
compatibility, youshouldusethesecondone.

Example:

tux@earth:~> echo "It’s ‘date +%b-%d‘ today."
It’s Dec-11 today.
tux@earth:~> FELLAS=$(who)
tux@earth:~> echo $FELLAS
tux :0 Dec 11 08:36 (console) tux pts/0 Dec 20 08:36

Commandsubstitutionmakesit possibleto replacecommandswith theiroutput,something
especiallyusefulin complex commandsequences.

2.8.4 Arithmetic Substitution

Therearemany caseswhereonewouldwantto performsimplecalculationswith thevalues
returnedby variables.TheBashshell letsyou do this throughits own, built-in arithmetic
engine,althoughit is limited to integer (whole number)calculations. Thereis no such

3Theaccentsymbolcanbesetwith
�� ��⇑ +
�� ��´ .
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featurein theBourneshell,soyoumayneedto rely onexternalcommands(suchasexpr ).

Therearetwo differentformatsfor arithmeticsubstitution:

• $[ INTEGER1 + INTEGER2 ] An arithmeticoperationwith oneof theopera-
tors"+", "-", "* ", or "/" or a logical operation,suchasAND, OR, andothers.
(This formatis beingphasedoutandis thereforenot recommended.)

• $(( INTEGER1 - INTEGER2 )) An arithmeticoperationwith oneof theop-
erators"+", "-", "* ", or "/"; other operatorsare available for logical AND,
comparison,andothers.

Within suchanarithmeticexpression,variablescanbegivenwithouta leading"$".

If the externalexpr commandis used,only the four fundamentaloperations(+, -, * , /)
canbe performed. The Bashshell, however, allows a muchwider scopeof operations,
including logical AND andcomparisons,with the availableoperatorsbeing identical to
thoseof the C programminglanguage.Operatorsarealsodescribedin the Bashmanual
page(man bash ) undertheheading"ARITHMETIC EVALUATION".

Example:

COUNTER=0
...
COUNTER=$(( COUNTER+ 1 ))

When declaringvariables,they can be given a certainattribute. Variablesare declared
usingthedeclare command4.

If all variablesinvolved in a calculationhave beendeclaredasintegers,they canalsobe
referenceddirectly:

declare -i INTEGER1
declare -i INTEGER2
declare -i SUM
...
SUM=INTEGER1+INTEGER2

2.9 Command-Line Interpretation

Beforea commandline is executedby theshell,a numberof actionsaretakento interpret
it. This includestheevaluationof specialcharacters,thenecessarysubstitutionsor expan-
sions,andothers.Thesestepsareperformedin a fixedorder. Knowing aboutthis orderis
oftenuseful,which is why it is discussedin this section.

4Bashalsoprovidesthetypeset command,whichhasbeenadoptedfrom theKornshellandprovidesthe
samesetof featuresasdeclare . However, typeset is now considereddeprecated,sodeclare should
beusedwhereverpossible.
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Whenprocessingacommandline, theshell interpretsit in thisorder:

1. Thecommandline is parsedup to thefirst commandseparator, for example,"; " or
"&&" (see2.9.1on thenext page).

2. Theshellsplitsthecommandline into individual words(alsocalledtokens).Words
are separatedby the internal field separator, or IFS, which by default is a blank
(space,tab,or new line).

3. Variablesareexpandedto their values.

4. Theshellexecutescommandsmarkedfor substitutionwith `. . . ` or $(.. . ), replacing
themwith their output.

5. Inputandoutputredirectionis performed.

6. Any new variablesareassigned.

7. Specialcharacters(* , ?,[. . . ]) areinterpretedandmatchedfile namesaresubstituted.

8. Thecommandis executed.

This is anexampleto illustratehow theprocedureworks:

tux@earth:~> echo files: ‘ls $HOME‘ \; date: $(date) > outputfile

First,thecommandline is parsedupto thefirst separator, in ourcasethe">" redirectingthe
outputto outputfile . Theshellthenbreaksupthecommandline into individualwords,
whichare"echo ", "files: ", "‘ls $HOME‘", "\; ", "date: ", and"$(date) ".

Thenext stepis to expandany variables.In theexample,this meansthevariableHOMEis
replacedwith its value— /home/tux :
echo files: ‘ls /home/tux/‘ \; date: $(date)

This is followed by commandsubstitution— both ls /home/tux/ and date are
replacedwith their output:
echo files: file1 file2 file3 date: Mon Nov 11 10:40:43
CET 2002

The output of this commandline is not printed on standardoutput, but directedto the
outputfile . Thesemicolonis quotedsoit appearsin thefinal outputinsteadof being
interpretedby theshell.

Therearenovariablesin theabovecommandthatwouldhave to beassigned.

30 © 2004,SUSELINUX AG (http://www.suse.com/training/)



2.9 Command-Line Interpretation

Finally, the commandis executed, with the following output being written to the
outputfile :
files: file1 file2 file3 ; date: Mon Nov 11 10:40:43 CET
2002

Whentypingacommandline,youshouldalwayspayattentionto thepointatwhichspecial
charactersare going to be interpreted. Do you want the shell to substitutea "* " so it
expandsto a file name?Or is it actuallythecommanditself that is supposedto interpret
theasterisk?

Thereare several ways to debug shell commands. One is to put an echo in front of
the line, which will print the commandline with all the requiredsubstitutionsfilled in.
Anotheroneis to setthe -x optionof theshell (with set -x ), which addsinformation
on thecommandin its actualform uponexecution— againwith all thesubstitutionsthat
arebeingperformed(seeAppendixD onpage99).

2.9.1 Command Separator s

It is often useful to combineseveral commandsin just one commandline. To do so,
commandsneedto beseparatedfrom eachother, whichcanbedonein severalways.

Onepossibility is the pipe (see2.5.3on page19) by which the standardoutputof a first
commandis directedto thestandardinputof asecondcommand.

tux@earth:~> ls -l /usr/share/doc/packages/ | less

Commandscanalsobecombinedsuchthatthey areexecutedin a sequence,without their
input andoutputstreamsbeingconnectedto eachother. For instance,the executionof
a secondcommandcan dependon the successor failure of the first one or the second
commandcanbeexecutedwithoutdependingonsuchsuccessor failure.

• command1 ; command2 Thefirst commandis executed,andthesecondoneis
startedassoonasthefirst onehasfinished.

• command1 & command2 Thefirst commandis startedin thebackgroundto con-
tinueuntil it hasfinished;immediatelyafterstartingit, thesecondoneis started
aswell to run in theforeground.

• command1 && command2 Thesecondcommandis only startedif thefirst com-
mandis successful.To achieve this, theshellcheckstheexit (return)statusof
the first commandandstartsthe secondcommandonly if andwhenthat exit
statusis foundto be"0".
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• command1 || command2 Thesecondcommandis only startedif thefirst com-
mandfails. Theshellcheckstheexit statusof thefirst commandandstartsthe
secondcommandonly if thatexit statusis notequalto "0".

If two commandsarecombinedwith ";" or "&", theshellwill notevaluatetheexit statusof
thefirst commandatall. In thesecases,commandsareruneitherin sequenceor in parallel,
but withoutdependingoneachother.

tux@earth:~> w ; date
11:27am up 32 min, 1 user, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tux :0 console 10:56am ? 0.00s ? -
tux pts/0 - 10:56am 2:34m 0.00s ? -
tux pts/1 - 10:56am 0.00s 0.14s 0.01s w
Tue Aug 21 11:27:18 CEST 2002

In thisexample,thesecondcommandis executedafterthefirst.

Note: Theshellwill startasubshellfor eachof thesetwo commands.If youwantto redi-
rect the outputof both commandsto the samedestination,you canonly do so by
runningthemin thesamesubshell,which is donein thefollowing fashion:( com-
mand1 ; command2) .

Example:

tux@earth:~> w ; date > whoandwhen
11:27am up 32 min, 1 user, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tux :0 console 10:56am ? 0.00s ? -
tux pts/0 - 10:56am 2:34m 0.00s ? -
tux pts/1 - 10:56am 0.00s 0.14s 0.01s w
tux@earth:~>
tux@earth:~> ( w ; date ) > whoandwhen
tux@earth:~>

With thefirst samplecommand,only theoutputof date is directedto thefile while the
outputof w still goesto standardoutput.But afterenclosingthetwo commandsin paren-
theses,they arebothexecutedin onesubshell,sotheiroutputcanberedirectedto thesame
destination.

If commandsarecombinedwith "&&" or "||", theshellevaluatestheexit statusof thefirst
commandto decidewhetherto executethe secondoneor not. The shell keepsthe exit
statusof themostrecentchild processin thevariable?. Thus,you cancheckit manually
with "echo $?". An exit statusof "0" meansthatthecommandhasbeenrunsuccessfully.
To signala failure,theshellusesseveralexit statusvaluesthatdependonthespecificerror
thathasoccurred.
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tux@earth:~> ls
file1 file3 directory1a directory2a
file2 file4 directory1b directory2b
tux@earth:~> echo $?
0
tux@earth:~> ls /root
ls: /root: Permission denied
tux@earth:~> echo $?
1

Theexit statusasreturnedby theshellwill alwaysbeevaluatedwhenusingtheseparators
"&&" and"||".

Examples:

From∼/.bashrc :
test -s ~/.alias && . ~/.alias

Thischeckswhetherthefile∼/.alias exists;if it does,it is readin by the. — theshort
form of source .

tar cvzf /dev/st0 /home /etc || mail -s "Something went wrong with the backup" root

If anerroroccurswhenmakingabackupwith tar , ane-mailis sentto thesystemadmin-
istratorto tell him abouttheproblem.

Summar y

• To changethe settingsfor Bashon a system-widebasis,edit /etc/profile or
/etc/profile.local , respectively. Userscanstoretheir personalsettingsin
either∼/.profile or∼/.bashrc .

• Eachof the threestandarddatachannels(standardinput, standardoutput,standard
error)canberedirectedto a file. By usinga pipe, theoutputof a commandcanbe
directly fed to anothercommandonstandardinput.

• With thehere operator, it is possibleto supplymorethanoneline of input to com-
mandsreadingfrom standardinput (whichcanbeusede.g.,with thecat command
to print severallinesto thescreenfrom within ascript).

• The behavior of the shell is largely influencedby variables.A distinctionmustbe
madebetweenshellvariables(valid for thecurrentshellonly) andenvironmentvari-
ables(inheritedby any subshells).

• A distinction must be madebetweenthe shell’s own built-in commandsand oth-
ersexternal to the shell. Help on built-in commandscanbe obtainedwith help
builtin-command .
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• Many charactersaretreatedandinterpretedspeciallyby theshell. To keeptheshell
from interpretingthesespecialcharactersassuch,they needto bequoted(escaped)
with eachof thedifferentquotingformats(\, ". . . ", `. . . `) beingsuitablefor different
situations.
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3 Basic Script Elements 1 (Input,
Output)

In this chapter, learn

• how to createflow chartsfor scripts

• how to produceoutputfrom ascript

• how to makescriptsthatreaduserinput

• how to performbasicscriptoperationsthroughvariables

• how to makeuseof arithmeticoperations
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3.1 Program Flow Char ts

Thefollowing sectionsintroduceanddiscusssomebasicelementsusedby many program-
ming languages.Theseelementsareoftenvisualizedthroughprogramflow charts.

Illustratingaprogramthroughaflow chartprovidesthefollowing benefits:

• they forcetheauthorto lay down thestepsthescriptshouldperformto achieve the
desiredgoal,makingit clearerwhichconstructsneedto beused,

• they provideaclearsymbolicoutlineof thealgorithm,whichcanbeusedasaguide
duringtheprogrammingprocess.

Thesearethetypical symbolsusedto createflow charts:

Figure3.1: Symbolsfor Program Flow Charts

3.2 General Considerations

Beforewriting your first shell script,you shouldconsidera few pointsaboutscriptingin
general. A shell script is basicallyan ASCII file containingcommandsthat shouldbe
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executedin sequence.To allow this, it is importantthat the script is madeboth readable
(permissionsymbol"r") andexecutable(symbol"x") for theuserthatwill run it. However,
executepermissionis notgrantedto newly createdfilesby default,sothisneedsto bedone
explicitly, for example,by issuinga commandlike chmod +x script .sh . Another
possibilityis to run thescriptfrom anothershell,with acommandlikesh script .sh .

In the latter case,it is not necessaryto make the script executable. Also, on the SuSE
Linux EnterpriseServer, /bin/sh is just a link to /bin/bash , thereforeit doesnot
reallymatterwhetheryoucall thescriptwith sh script.sh or bash script.sh .

Anotherimportantpoint is that thedirectorywherethe script is locatedmustactuallybe
in theuser’s searchpathfor executables.A goodway to dealwith this is to createa /bin
directoryfor scriptsundereachuser’s homedirectory, suchas∼/bin .1

Note: If ascriptis notmadeexecutablebut startedwith acommandlikesh script.sh
instead,thecorrespondingshellwill not usethenormalprogrampath.Accordingly,
thescriptwill only run if youprovide thefull pathto thescript.

Whengiving script files a name,it is a goodideato appendthe ".sh " suffix to it. This
ensuresthat thefile caneasilybe recognizedasa shell script. If you do not addthesuf-
fix, you needto make surethefile nameis not identicalwith someexisting command(a
commonmistake is to nameascripttest ).

In thesection3.3,wewill discussthebasicstructureof ashellscript.

3.3 Producing Output From a Script

The basicstructureof a shell script can be illustratedwith a simple programthat does
nothingmorethanprint themessage"Hello world ".

This is theflow chartfor thescript:

Figure3.2: The "Hello world" Script

1OntheSuSELinux EnterpriseServer, thisdirectoryis automaticallyaddedto theuser’s PATHvariable.
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So the script consistsof threeelements:the programstart, the action,and the program
stop. Theactionitself is theoutputof thewordsHello world to thescreen.Thenext
figureshows thethreeelementsasfoundin thescriptitself:

Figure3.3: The "Hello world" Flow Chart with Program Code

Beforehaving a closerlook at eachof thethreeelements,it shouldbementionedthat the
generalrulesfor thecreationof shellscripts,asexplainedin thissection,canbeappliedto
any conceivablescript.

1. Start:
The first line of any shell script should be the so-called shebang (e.g.,
#!/bin/bash ) 2. This line specifiesthe shell programto call to executethe
script. Justlike with any otherprogram,a subshellis startedto run thescript. Nor-
mally, theshellprogramrunasasubshellwill betheinteractiveshellfrom whichthe
script is startedor (in the caseof non-interactive use)the user’s default shell. The
shebangoverridesthis.

Thescript’s startsectionshouldalsoincludea commentdescribingwhat thescript
does.It is alsoagoodideato includethenameof theauthor, thedate,andtheversion
numberof thescript.Also, any variablesandfunctionsusedwithin thescriptshould
bedefinedat thetopof thescript.

2. Commands:
Our samplescript includesthe echo commandasthe only oneexecuted(to print
the"Hello world" greeting).Shellscriptsin generalrely on theecho commandas
themostcommonsolutionto producesome(screen)output.

3. Stop:
Beforethescriptends,it maybenecessaryto do someclean-up.For instance,you

2In the field of computing,the word "shebang"presumablyowesits existenceto the words"sharp"(for
"#"), or maybe"shell", and"bang"(for theexclamationpoint) beingmergedinto one.
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way wantto remove any temporaryfiles createdby thescript. As thevery laststep,
definethe script’s exit statuswith exit value , which informs the parenthow
the script wasterminated.The exit statusasreturnedby the script canbe queried
afterwardswith echo $? .

Everyscriptthatyouwrite shouldfollow thisbasicstructure.

Exercise

1. Write the"Hello world" scriptyourself.In thescript,usethecommand

echo -e "\aHello\nworld"

to producetheoutput.

2. Whatis thepurposeof the"\a", the"\n", andof the"-e " option?

Note: The"\a" will not have theintendedeffect in a KDE terminalwindow
(konsole).Useanxterm or awterm .

Solution: seeSampleScript1 in AppendixE onpage101

3.4 Reading User Input

This sectiondescribeshow to write a script that acceptsuserinput. Oneway to achieve
this is throughthe read command.Theuserinput is storedin a variable,which is then
suppliedto read asanargument:

read VARIABLE

Thescriptwill pauseat thispoint,waitingfor userinput— until
�� ��←↩ is hit. To tell theuser

thatheis supposedto do so,we first needto print a line to thateffect, which canbedone
with echo :

echo "Please enter a value for the variable:"
read VARIABLE

Thefollowing flow chartshows thegeneralstructureof ascriptthatreadsuserinput.
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Figure3.4: A SimpleScript ReadingUser Input

First, thescriptproducessomeoutputwith echo ... to asktheuserto entersomething.
Thentheread commandwaitsuntil theinput is providedto storeit in avariable.In many
cases,thiswill befollowedby thescriptprintingsomeoutputagain.

Exercise

Createa simple shell script that promptsthe userto enterhis first and last
namethengreetstheuserwith his full name.

Solution: seeSampleScript2 in AppendixE onpage101

3.5 Simple Operations with Variab les

Thissectionprovidesanintroductionto theuseof variablesin shellscripts.

3.5.1 Basic String Operations

This is a simpleexampleto show how a stringvaluecanbeassignedto a variable.Again,
wewantto readin theuser’sfirst andlastnamethenprint bothto thescreen.However, this
timewewill createavariablecalledNAME, whichholdsboththefirst andthelastname.
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Figure3.5: A Script Performing a SimpleString Operation

Exercise

Write ascriptwhich implementstheaboveflow chart.

Solution: seeSampleScript3 in AppendixE onpage102

Default Values

It is oftenusefulto assigna default valueto a variable.This mayhelpto avoid errors,for
instance,if theuserhasenteredavaluethatcannotbeinterpretedin ameaningfulway.

Thefollowing sampledemonstrateshow this mayhappen.Thescriptpromptstheuserfor
afile namethensearchesfor thefile in thecurrentdirectory.
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Exercise

Createthefollowing script:

#!/bin/bash
echo "Please enter the file to find:"
read FILE
# 1st variant:
find . -name $FILE
# 2nd variant:
# find . -name "$FILE"

Now testeithervariantof the script. How do the two variantsbehave if the
userjustpresses

�� ��←↩ insteadof enteringafile name?

Bashlets you usespecialvariablesubstitutionpatterns(seeAppendixC on page97) to
forestallsuchproblemsby settingadefault valuefor avariable.Thedefault is usedwhen-
ever thevariableis left emptyor is notassignedatall. In thecaseof oursamplescript,the
default canbesetin thefollowing way:

${FILE:="*.bak"}

If theuserdoesnot specifyany file name,thescriptsearchesfor all files whosenamesare
matchedby *.bak .

Exercise

Extendyourscriptaccordingto theabovesampleline.

Solution: seeSampleScript4 in AppendixE onpage102

3.5.2 Arithmetic Operations

It is often desirablein shell scriptsto usevaluesassignedto variablesfor somekind of
calculation.Thereareseveralpossibilitiesto implementthis.

TheBourneshell is limited in this regard,but canperformsuchoperationsby relying on
externalcommands(suchasexpr ).

The Bashshell comeswith built-in supportfor arithmeticoperations,but therearesome
limitations to this aswell. Specifically, the arithmeticcapabilitiesof Basharelimited in
thefollowing way:

• Only operationswith wholenumbers(integers)canbeperformed.

• All numbersare32-bit valueswith nooverflow check.
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So even whenusingBash,you may needto useexternalcommands,for instancebc for
floating-pointcalculations.

The following paragraphslist all the possiblemethodsandformatsfor arithmeticopera-
tions.All of themimplementthis sampleoperation:

Example:A=B+10

• Usingtheexternalcommandexpr (Bourneshellcompatible):

A=‘expr $B + 10‘

Giventhatanexternalcommandis used,thismethodwill alsowork with theBourne
shell. It shouldberemembered,however, thatscriptsusingexternalcommandswill
alwaysperformslower thanthoserelyingonbuilt-in commands.

• UsingtheBashbuilt-in let :

let A="$B + 10"

In Bash,the let commandcanbeusedto introduceanarithmeticexpression.

• Arithmetic expressionsinsideparenthesesor brackets (two different formats)(see
Section2.8.4onpage28):

A=$((B + 10))

A=$[B + 10]

Arithmetic expressionscanbeenclosedin doubleparenthesesor in bracketsfor ex-
pansionby Bash. Both $((...)) and $[...] are possible,but the latter is
considereddeprecatedandshouldbeavoided.

• Usingthebuilt-in declare to declareavariableasaninteger:

declare -i A
declare -i B

A=B+10

If all thevariablesinvolvedin acalculationhavepreviouslybeendeclaredasintegers
throughdeclare-i , arithmeticevaluationof thesevariableshappensautomati-
cally whenthey areassigneda value. This meansthat thevariableB, for instance,
doesnothave to beprefixedwith the"$" to beevaluated.

With the expr command,only the following five operatorsareavailable: "+", "-", "* ",
"/", and"%". Additional operators(which are identical to thoseof the C programming
language)canbeusedwith all of theabove Bashformats.For a completelist, consultthe
Bashmanualpage.

Of course,it makessenseto limit oneselfto just oneof thesepossibilities.As far asBash
is concerned,a goodchoicemaybeto only usethedeclare command,asit makesthe
bestuseof theavailablefeatures.
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Exercise

Figure3.6: Performing Arithmetic Operationsunder Bash

1. Implementascriptonthebasisof theflow chart.Thescriptshouldmake
useof all the formatsin which arithmeticoperationsarepossibleunder
Bash.

Solution: seeSampleScript5 in AppendixE onpage103

2. Modify thescript to usetheotherfundamentalarithmeticoperations(-,
* , /).

3. Whathappensif theuser

• entersaword for eachnumber?

• entersnothingatall, but only hits
�� ��←↩ ateachprompt?

Summar y

• Beforewriting a shellscript,it is usefulto draw a symbolicoutlinein theform of a
programflow chart.

• Beforea file canberun asa shellscript,it musthave bothreadandexecutepermis-
sion.
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• To producesomesimpleoutputfrom ascript,youcanusetheecho command.

• To readuserinput for processingby ascript,youcanusetheread command.

• Thereareseveralwaysto performarithmeticoperationsin a script. Oneof themis
the externalcommandexpr . Anotheroneis to enclosearithmeticexpressionsin
doubleparenthesesfor expansionby the shell. In Bash,arithmeticoperationscan
alsobe performedwith plain variables,provided that thesehave beendeclaredas
integersbefore.
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4 Basic Script Elements 2 (Contr ol
Structures)

In this chapter, learn

• how to createbasicbrancheswith if

• how to build multiplebrancheswith case

• how to createloopsusingwhile anduntil

• how to processlists with for

• how to interruptloopprocessing
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4.1 Simple Branc hing With if

With thefollowing structure,createasimplebranchwithin ascript:

if condition
then

commands
fi

The if statementcanbeextendedwith anoptionalelse in thisway:

if condition
then

command1
else

command2
fi

In a programflow chart,a branchcreatedwith an if statementcanbe representedlike
this:

Figure4.1: Branching with if

A branchof this type mustbegin with if andendwith fi . The exit statusof the first
commanddecideswhetherthe commandintroducedby then will be executed— the
latterwill beexecutedonly if theexit statusis zero(meaningthat thepreviouscommand
hasbeenrun successfullywithout error). If theexit statusis not zero,theshellgoesto the
endof thebranchor, if present,to else .
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Whenusingthesecontrol structuresin a shell script, individual commands,suchas if ,
then , and fi , must follow immediatelyafter a commandseparator. In the above case,
theseparatoris anew line. It couldalsobeasemicolon,whichwouldallow usto enterthe
sameif statementasonecommandline:

if condition ; then commands; fi

Thefollowing paragraphsusea samplescriptto explain how an if branchworksin prac-
tical terms.This samplescriptaskstheuserto enterhis dateof birth; if thathappensto be
today, thescriptscongratulateshim on his birthday— but doesnothingspecialif theday
is anotherone.

Figure4.2: SampleScript with an if Branch

Therearea numberof pointsto be taken into accountwhenwriting this script. Fromthe
flow chart,it shouldbeobviousthatthescriptbasicallyconsistsof two steps:

1. Promptingtheuserto enterthedateof birth.

2. Comparingthe dateasenteredby the userwith the currentdate. If the datesare
thesame,theusersreceivesour congratulations.If they arenot equal,thereareno
congratulations.

The branchis the actualmechanismby which the currentdateandthe dateof birth are
compared.Beforethecomparisoncango ahead,bothdatesmustbeavailablein thesame
format. Also, the usershouldbe asked to specify the dateof birth in a suitableformat.
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First andforemost,we needto know theformat in which thecurrentdatecanbeobtained
from thesystem.Theobviouschoiceto geta datestringis date , which canberun with
the-I option1 to suppressany informationaboutthecurrenttime:

tux@earth:~> date -I
2002-09-09

Now thatwe have determinedthedateformat,we make surethat theuserentersthedate
in exactly thesameway:

echo "Please enter your date of birth (YYYY-MM-DD, for instance, 1973-12-21): "

read BIRTHDAY

As far asthesecondstepis concerned,it turnsout thatthereareseveralthingsinvolvedin
it. To determinewhethertodayis theuser’s birthday, we needto comparethe two dates.
The user’s dateof birth is alreadystoredin the BIRTHDAYvariable,but we still need
to createanothervariableto storethe currentdate. This canbe donethroughcommand
substitution:

TODAY=‘date -I‘

At thispoint it shouldbecomeclearverysoonthatthemerecomparisonof thetwo datesas
storedin thevariablesBIRTHDAY, 1973-12-21,andTODAY, 2002-09-09)will notachieve
what we want. To determinethe birthday, we first needto do away with the yearsthen
comparethe remainingdatestringsonly. To achieve this, we canuseoneof thevariable
substitutionmechanismsof Bash(seeAppendixC onpage97),which in thiscasecutsout
theyearpartandreturnstherest.Soin its final form, thefirst partof thescriptshouldlook
like this:

#!/bin/bash
echo "Please enter your date of birth (YYYY-MM-DD, for instance 1973-12-21): "

read BIRTHDAY

BIRTHDAY=${BIRTHDAY#[0-9]*-}

TODAY=‘date -I‘

TODAY=${TODAY#[0-9]*-}

Now we are able to compare the two values with the help of an if branch.
Variables are mostly comparedusing the test command (see Appendix A.7 on
page 91).2 The test command is followed by a string condition such as
test $VARIABLE1 = $VARIABLE2. If the condition is met (if the value of
VARIABLE1 is identical to the valueof VARIABLE2), test returnsa zeroto indicate
success.

1Actually, the-I optiontellsdate to outputthedatein ISOformat(seeAppendixA.3 onpage86).
2Insteadof theregulartest ... , youcanalsousetheshortform [...] .
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Sothesecondpartof theshellscriptcouldlook like this:

if test "$BIRTHDAY" = "$TODAY"
then

echo "Tada! Happy birthday to you! Nice presents awaiting you ..."
else

echo "Sorry to disappoint you, no presents today ..."
fi

As its lastaction,wewantthescriptto usetheexit commandto finishwith acertainexit
status,which dependson whethertodayis theuser’s birthdayor not. This is implemented
by definingyetanothervariable(for thecompletescript,seeE onpage104):

if test "$BIRTHDAY" = "$TODAY"
then

echo "Tada! Happy birthday to you! Nice presents awaiting you ..."
STATUS=0

else
echo "Sorry to disappoint you, no presents today ..."
STATUS=1

fi

exit $STATUS

This samplescript is just oneexampleof how you canusean if statementwhenever it
is necessaryto comparetwo valueswith thenext actiondependingupontheresultof this
comparison.

4.1.1 Shor t Forms of if

In Section2.9.1onpage31,wediscussedvariouswaysof executingseveralcommandsin
sequence.This includedtheseparators"&&" and"|| ", which make it possibleto execute
asecondcommanddependingon thesuccessor failureof thefirst:

command1 && command2
command1 || command2

Now theseseparatorscanalsobeunderstoodasshortformsof an if branch.

In both casesthe shell checksthe exit statusof the first commandto decidewhetherthe
secondcommandis run.

Therefore,thestructure

if test -e file
then

. file
fi

canbecondensedinto thefollowing commandline:

test -e file && . file

© 2004,SUSELINUX AG (http://www.suse.com/training/) 51



4 Basic Script Elements 2 (Control Structures)

Whenever the comparisonis a simpleoneasin the above example,you canreplacethe
relatively complex if - then - fi structurewith a commandline thatuses"&&" or
"|| " to chainthecommands.

Exercises

Exercise 1

1. Write a shell script that checkswhethera given file exists. The script
shall inform theuserabouttheresult. Theexit statusof thescriptshall
dependon this result— on theexistenceof thefile. Thenameof thefile
shallnot bereadwith theread command,but thescriptshouldbeable
to acceptit asanargument(asin file.sh filename ).

Note: Thescriptshouldacceptonly onefile nameasanargument,soit
needsto checkhow many argumentsarepassedon to it (seeSec-
tion 2.3.2on page12). The script shall checkfor the existenceof
thefile only afterhaving checkedtheuserinput in thisway.

Solution: seeSampleScript7 in AppendixE onpage105

2. Thescriptshalloutputanerrormessageif theuserinput is not correct.
Assumingthatthismessageis producedwith echo , it will beprintedon
standardoutputby default, but you shouldenhancethescript suchthat
the messagegoesto standarderror. Also, make surethat the message
explainswhichkind of userinput is actuallyexpected.

Solution: seeSampleScript8 in AppendixE onpage107

Exercise 2

Write a script to checkthe disk spacebeingused. The script shouldprint a
warningif 90percentor moreof thediskspaceis usedononeof themounted
partitions.
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Figure4.3: Checking the Amount of SpaceUsedby Partitions

Note: To checkto amountof spaceusedby afile system,youcanusethedf
command.The recommendedtool to filter out the percentvalueis the
egrep command.

Solution: seeSampleScript9 in AppendixE onpage108

4.2 Multiple Branc hes With case

Apart from simplebrancheswith if , it is alsopossibleto createmultiple brancheswith
case . In a case statement,the expressioncontainedin a variableis comparedwith a
numberof expressionsandfor eachexpressionmatchedacommandis executed.

A case statementhasthefollowing structure:

case $VAR in
expression1 ) command1;;
expression2 ) command2;;

. . .
esac
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In a flow chart,multiple branchingwith case looksquitesimilar to a simplebranchcre-
atedwith if :

Figure4.4: Multiple Branching with case

To betterunderstandhow a multiple branchworks,we will discussthedetailsof a sample
script. This script promptsthe userto enterthe nameof an animal. The nameis then
storedin a variableandcomparedwith a numberof possiblematches.For the matches
found,thescriptwill tell theuserhow many legsthegivenanimalhas.To allow for several
expressionsto be matchedwithin one and the samebranch,several expressionscan be
listedononeline with a "| " asaseparator. Thescriptmight thenlook like this:

#!/bin/bash

cat << EOF
Name me an animal and I will tell
you how many legs it has!
EOF

read CREATURE

case "$CREATURE" in
dog | cat | mouse )

echo "A $CREATUREhas 4 legs."
;;

bird | human | monkey )
echo "A $CREATUREhas 2 legs."
;;

...
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spider )
echo "A $CREATUREhas 8 legs."
;;

fly )
echo "A $CREATUREhas 6 legs."
;;

* )
echo "I haven’t the faintest idea how many legs a(n) $CREATUREhas."
;;

esac

exit 0

As you cansee,the userinput is readin andassignedto the CREATUREvariable. The
case statementthencomparesthis valueagainsteachof theexpressionsprovidedasal-
ternatives.For instance,if theuserenters"cat" astheanimal,thescriptprintsthematching
sentencethatsaysthat this animalhasfour legs. Theasteriskis oftenusedasthe lastex-
pressionto beevaluatedto cover all casesnot matchedby thepreviousalternatives. The
correspondingmessagestatesthatthenumberof legsis not known.

It is importanttomakesurethattheexpressionsprovidefor anexactmatchof any allowable
expression.For instance,if someoneentered"Dog" insteadof "dog", thescriptwill pretend
that it doesnot know the numberof legs for this strangekind of animal. Therefore,it is
usefulto supplythepossiblealternativesbeforehand:

...
case "$CREATURE" in

[dD]og | [cC]at | [mM]ouse )
...

You can provide suchalternatives in brackets, in the sameway as with the shell’s file-
nameexpansionmechanismdiscussedbefore(for thecompletescript,seeAppendixE on
page109).

Exercise

Write a script section(not a completescript) to make a proposalof a how
script could usea case statementto processthe user’s answerto a yes/no
question.

Solution: seeSampleScript11 in AppendixE onpage110
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4.3 Iterations and Loops

4.3.1 Looping With while and until

Thepurposeof aloopis to testacertainconditionandto executeagivencommand"while"
theconditionis true(while loop)or "until" theconditionbecomestrue(until loop).

while condition until condition
do do

commands commands
done done

Figure4.5: Structur eof a while or until Loop

Theseloops actually rely on the exit statusof a terminatingcondition: a while loop
remainsoperative aslong asthecondition’s exit statusis zero(path"B" in theflow chart),
but an until loop is terminatedif the statusis zero (path "A" in the flow chart). By
contrast,a while loop is terminatedwhenthe exit statusbecomesnon-zero(whenthe
conditionis not true),but anuntil loop is operativeaslongasthestatusis non-zero.

Exercise

1. Write ascriptin whichasimplewhile loop is performed100times.

Solution: seeSampleScript12 in AppendixE onpage111

2. Write anotherscriptin whichanuntil loop is performed100times.

Solution: seeSampleScript13 in AppendixE onpage112
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4.3.2 Processing a List With for

Thepurposeof a for loop is to processa list of elements.It hasthefollowing syntax:

for variable in element1 element2 element3
do

commands
done

A for loop executesthegivencommandsoncefor every elementof thelist andthevalue
of the variablematchesonelist elementwith eachloop iteration. The list itself is often
createdthroughcommandsubstitution.

As with similar constructs,a commandseparatormustimmediatelyprecedethe"do" and
"done " partsof the for loop. Accordingly, a for loop canbe enteredin two different
ways:

tux@earth:~> for i in 1 2 3 4 5 6 7 8
> do ping -c1 earth$i
> done

In theabove case,thecommandseparatoris a line breakandtheloop is startedonly after
enteringthefinal "done ". Onecouldinsteaduseasemicolonasaseparator, in whichcase
thesameloop takestheform of:

tux@earth:~> for i in 1 2 3 4 5 6 7 8; do ping -c1 earth$i; done

Exercise

Write a shell script that renamesall files in the currentdirectory, suchthat
uppercaselettersin file namesaretransformedto lowercase.

Note: You canusethe commandtr to replacecharactersin file names.To
avoid mistakes,however, youshouldnot renamefileswithoutany previ-
oustesting. If you put the echo commandbeforetheactualrenaming
command,thescriptwill tell youwhichcharacterswouldbereplacedin
whichfile nameswithoutperformingtherealaction.

Solution: seeSampleScript14 in AppendixE onpage113

4.4 Exiting From a Loop

4.4.1 Exiting From the Current Loop Iteration with continue

The continue commandmakesit possibleto exit from the currentiterationof a loop
(while , until , for , andselect ) to resumewith thenext iterationof theloop. By do-
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ing so,ascriptcantestfor anadditionalconditionwith eachiterationwithoutaffectingthe
loop asa whole— without stoppingit altogether(asa resultof theterminatingcondition
becomingtrue,for instance).

Example:

for FILE in ‘ls *.mp3‘
do

if test -e /MP3/$FILE
then

echo "The file $FILE exists."
continue

fi

cp $FILE /MP3
done

This script writes a backupcopy of all files endingwith ".mp3 " to the directory MP3
unlessthereis alreadya file with the samenamein that directory. In the latter case,the
script prints a messagestatingthat the file alreadyexists andexits from the currentloop
iteration.

In thecaseof loopsnestedwithin eachother, anumbercanbesuppliedto thecontinue
commandasanargumentto exit from thecurrentiterationandresumewith thenth next
upperloop.

Exercise 1

Enhancethe script written in the exerciseof Section4.3.2on the preceding
pageto includeanadditionalcondition,suchthatnoexistingfilescanbeover-
written. To implementthis, usecontinue to exit from the current loop
iterationif renamingthefile wouldoverwriteanotherone.

Solution: seeSampleScript15 in AppendixE onpage114

Exercise 2

Expandthescriptfrom exercise1 in suchaswaythattheloopis notterminated
but continuesto querya new file nameuntil a file nameis enteredthat does
not yetexist.

Solution: seeSampleScript16 in AppendixE onpage115

4.4.2 Exiting from a Loop with break

Theprevioussectiondiscussedhow continue canbeusedto exit from thecurrentiter-
ationof a loop. Thebreak commandis anotherway to introducea new conditionwithin

58 © 2004,SUSELINUX AG (http://www.suse.com/training/)



4.4 Exiting From a Loop

a loop. Unlike continue , however, it causesthe loop to beterminatedaltogetherif the
conditionis met(andnotonly thecurrentloop iteration).

Summar y

• Conditionalstatementsin shellscriptscanbeimplementedwith an if branch.For
relatively simplestructures,youcanalsousethecommandseparators"&&" and"|| "
to expressthesamestatementasacommandline.

• To take decisionswith a numberof possiblechoicesin a script, createa multiple
branchwith acase statement.

• With thecommandswhile anduntil , createloopsthatdependon certaintermi-
natingconditions.

• Thefor commandallowsyou to createloopsto processa list of elements.

• Thereare two possibilitiesto influencethe operationof a loop: With the break
command,a loop canbe terminatedaltogetheraccordingto a given condition. By
contrast,thecontinue commandallowsexiting from thecurrentiterationof aloop
if theconditionis true.
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5 Advanced Scripting Techniques

In this chapter, learn

• how to useread for morecomplex userinput

• how to defineshellfunctions

• how to readin optionsfor ascript

• how to implementselectionmenuswith select

• how to createdialogsusingthedialog packageasanadd-on.
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5.1 Reading Input With read

Section3.4on page39 discussedhow read canbeusedto readin a simpleuser-supplied
stringor number:

Example:

echo "Please enter a number: "
read NUMBER

At this point, thescriptwill pauseandwait for the input completedwith
�� ��←↩ . Thestring

enteredis thenassignedto theNUMBERvariable.

However, read is alsoableto readin several lines of input, for instance,from a file or
from acommand’s standardoutput.Thiscanbedonewith thefollowing syntax:

commands | while read VAR1 VAR2 while read VAR1 VAR2
do do

commands commands
done done < file

With thehelpof awhile loop,read processestheinput line by line asavailablefrom the
outputof acommand(left column,redirectionthroughapipe)or from afile (right column,
redirectionof stdin with "<"). The stringsreadin areassignedasvaluesto the specified
variables.Accordingly, thenumberof variablesspecifiedshouldcorrespondto thenumber
of stringsexpected.A constructof this typemakesit easyto readfile contentsor command
outputline by line to processthemin astep-by-stepfashion.

Example:

IFS=:
cat /etc/passwd | while read LOGIN PASS USERID GROUPREST
do
...

This processesthefile /etc/passwd , readingits contentsline by line. However, given
that theentrieson eachline aspresentin this file arenot separatedby spacesbut colons,
wefirst needto changetheinternalfield separatorby settingtheIFS variableto adifferent
value. This ensuresthat eachentry in a line is assignedas a value to a variable. The
while loopperformsoneiterationperinput line, assigningthefirst entryof thepasswd
file to theLOGINvariable,thesecondentryto thePASSvalue,andsoon. Giventhatonly
five variableshave beendefinedeventhougheachline hassevenentries,all theremaining
entriesareassignedto the last variable— entriesfive to sevenareassignedto theREST
variable.

Exercise

Modify SampleScript9 to bemoreflexible. In its original version,thescript
justprintedawarningmessageif 90percentor moreof theavailablespacewas
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usedononeof thepartitions.Rewrite thescriptto acceptawarningthreshold
as an argument(scriptname threshold , for example,df2.sh 85)
but with "90%" still being usedas the default limit if no suchargumentis
suppliedby the user. Furthermore,rewrite the warningmessageto be more
specific,soit indicateshow muchspaceis usedonwhichpartition.

Solution: seeSampleScript17 in AppendixE onpage116

5.2 Shell Functions

Shellfunctionscouldalsobecalledscriptmodules,becausethey makeawholescriptsec-
tion availableunderasinglename.Shellfunctionsarenormallydefinedatthebeginningof
ascript.Alternatively, youcanstoreseveralfunctionsin afile readwhenever thefunctions
areneeded.

Thesyntaxto definea functionis asfollows:

functionname () {
commands
commands

}

Thefunctionnamemaybecomposedof any regularcharacterstringthatthencanbeused
to call thefunction.

For thosefunctionsthatmaybeusefulin many differentscripts,it is a goodideato store
themall in onefile, suchas∼/bin/useful-functions . Thesearesomepractical
examples:

# mcd: mkdir + cd; creates a new directory and
# changes into that new directory right away

mcd (){
mkdir $1
cd $1

}

After having beencreated,this functioncanbecalledasmcd dirname . Theshellwill
createthespecifieddirectoryandimmediatelychangeinto thatdirectory.

# pause: causes a script to take a break

pause (){
echo "To continue, hit RETURN."
read q

}

This functioncanbeusedto createa pausein a script. Thescriptwill only resumeafter�� ��←↩ is pressed.
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Functionscanalsobewritten suchthat their processingis stoppedfrom within, in a way
very similar to exiting a loop (iteration)with thecommandsbreak andcontinue (see
Section4.4.1on page57). The basicdifferenceis that within a function, the command
return is neededto exit from it. If return is calledwithout an argument,the return
valueof the function is identical to the exit statusof the last commandexecutedin that
function. Otherwise,the returnvalue is identical to the onesuppliedasan argumentto
return .

Example:

funkyfunct (){
command1

if ...
then

return 0
fi

command2
}

The following function lets a useranswera yes-or-no question. It usesthe case con-
structasintroducedwith Exercise4.2on page55 andSampleScript11 in AppendixE on
page110:

# Prompt the user to answer with "yes" or "no".
# The question itself is supplied as an argument
# when calling the function, e.g.:
# "yesno Do you want to continue?"

yesno (){
while true
do

echo "$*"
echo "Please answer by entering (y)es or (n)o:"
read ANSWER
case "$ANSWER" in

[yY] | [yY][eE][sS] )
return 0
;;

[nN] | [nN][oO] )
return 1
;;

* )
echo "I can’t understand you over here."
;;

esac
done

}

When the function is called, a questionis supplied to it as an argument, like this:
"yesno Do you want to continue? ". If you rememberthat all arguments
passedto commandsarestoredin variables(seeSection2.3.2on page12), it shouldbe
clearhow thequestionpassedto thefunctioncanbeextractedwith echo "$*" . Further,
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if the useranswerswith "yes", the function exits with a returnvalueof "0". If he enters
"no" instead,the returnvalue is "1". The combinationof while and true constitutes
an infinite loop, so the questionis repeatedagainandagainuntil the userentersa valid
answer, causingthefunctionto exit via return .

Example:

...
yesno Do you want to continue? || exit 1
...

Here, again, the user is prompted to answer the question "Do you want to
continue? ". If theansweris "yes", thescriptwill continue.If it is "no", thefunction’s
returnvalueis "1", soexit 1 is executed,causingthescriptto terminate.

Exercises

Exercise 1

Usetheabove yesno functionto write a script that lets thesystemadminis-
tratordeleteuseraccounts.Thescriptshouldpromptfor theaccountto delete
thenaskwhethertheuser’s homedirectoryshouldbedeletedaswell. If the
latter questionis answeredwith "no", the script shall changethe userand
groupownershipof thecorrespondinghomedirectoryto root. After doingso,
thescriptshallusetheyesno functionagainto askwhethertheadministrator
reallywantsto deletetheaccount.

Note: Beforerunning the script for the first time, you shouldput an echo
beforethe commandsexecutedby the script (chown , userdel ). By
doing so, you canalsoavoid creatinga new testaccountfor eachnew
runof thescript.

Solution: seeSampleScript18 in AppendixE onpage117

Exercise 2

Enhancethe script written in Exercise5.1 on page62 (SampleScript 17 in
AppendixE on page116) to includea helpfunction,soa help text is printed
if theuserinputwasincorrect.

Solution: seeSampleScript19 in AppendixE onpage118
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5.3 Reading Options With getopts

With theshellbuilt-in commandgetopts , youcanextracttheoptionssuppliedto ascript
on thecommandline. Theshell interpretscommand-lineargumentsascommandoptions
only if they areprefixed with a "-" (the default whenusingthe shell interactively). This
makesit possibleto placeoptionsin differentpositionsonthecommandline andto supply
themin anarbitraryorder. Therefore,thecommand

tux@earth:~> cp -dpR *.txt texts/

achievesthesamethingasthecommand

tux@earth:~> cp -R *.txt -d texts/ -p

Thegetopts shellbuilt-in recognizesoptionsin thesameway. Thecommandrequires
thefollowing syntax:

getopts optionstring VAR

The optionstring describes all options to be recognized. For instance,
getopts abc declares"a", "b", and "c" as the optionsto be processed.If a param-
eter is expectedfor the option (for instance,-m maxvalue ), the correspondingstring
mustbefollowedby a ":" (asin getopts m:). Theoptionstring is followedby a vari-
ableto whichall thecommand-lineoptionsspecifiedareassignedasa list. Thegetopts
commandis mostlyusedin a while loop togetherwith case to definewhich command
to executefor agivenoption:

while getopts optionstring VAR; do
case $VAR in

optionstring1 ) command1 ;;
optionstring2 ) command2 ;;

esac
done

Exercise

Enhancethe script of Exercise5.2 on the pagebefore(SampleScript 19 in
AppendixE on page118)suchthat it canacceptoptionsfrom thecommand
line. Also, thescriptshallnot readthethresholdasadirectnumericargument
anymore,but througha command-lineoption. As in the previous versionof
thescript,thedefault thresholdshallbe90percent.Thescriptshallbeableto
acceptall of thefollowing options:

-h Show thehelptext.
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-m Do notprint themessageabouthow muchspaceis usedonwhichpartition
to standardoutput,but mail themessageto root instead.

-t threshold-percentage Setthewarningthresholdto thegivenper-
centage(from 1 through100).

Solution: seeSampleScript20 in AppendixE onpage120

5.4 Signal Handling With trap

Signalscanbe sentto any runningprocesson the systemwith the kill command. It
normally takes the form of kill -SIGNAL PID whereSIGNAL specifiesthe signal
nameor number(seebelow) andPID the processID of the correspondingprocess.For
foregroundprocessesrunning in a terminal, it is alsopossibleto sendsomeof the sig-
nals directly via key combos. The signalsavailable on the systemcan be listed with
kill -l and an explanationof the action taken by eachsignal can be obtainedwith
man 7 signal . However, not every programunderstandsevery signal. With the ex-
ceptionof number9 (SIGKILL), the Linux kernelsendsall signalsto the given process,
afterwhich it dependsontheprogram’scapabilitieswhetherthesignalis respected.Signal
9 is directly handledby the kerneland is thereforeapplicableto all programs(the only
exceptionbeinginit ).

Amongthemorecommonsignals,thesearetheoneswith whichyoushouldbefamiliar:

Signal1 — SIGHUP: Most shellssendthis signalto all processesstartedfrom it when
theshell is terminated.Thesignalcausesthecorrespondingprocessesto exit.

Signal2 — SIGINT: This signalcanbesentto a processrunningasa foregroundtaskin
aterminalby pressing

�� ��Ctrl +
�� ��C . Thesignalrequeststheprocessto exit, but allows

it to do so in an "orderly" manner— any buffer datacanbewritten to disk before
exiting.

Signal9 — SIGKILL: Like signal19 (SIGSTOP),this signalis not handledby thepro-
cessbut directly by thekernel. It causestheprocessto abortimmediatelywith any
buffer databeingdiscarded.

Signal15— SIGTERM: This is the default signalsentby the kill command— the
onesentwhenkill is run without specifyingany signal. It is similar to signal2
andrequeststheprocessto exit.

Signal18— SIGCONT: This signal causesa processwith the status"T" (stoppedor
traced)to continue. It is also usedto resumea processstartedinteractively with
thebuilt-ins fg andbg .
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Signal19— SIGSTOP: Thissignalcanbesentto aprocessrunningasaforegroundtask
in a terminalby pressing

�� ��Ctrl +
�� ��Z . It causestheprocessto besuspendedgiving it

thestatus"T". Theprocesscanberesumedlaterby sendingsignal18 to it.

Signalsthatcannotbegeneratedthrougha key combinationmustbesentwith thekill
command. When calling kill without any further options(kill PID ), it sendsthe
default signal15 (SIGTERM).To senda particularsignalto a process,you canspecifyit
asanoption for kill eitherin the form of a number(e.g.,kill -9 ) or by writing the
nameof thesignal(e.g.,kill -SIGKILL or theshortform kill -KILL ).

Shellscriptsmaybehavein anundesirablewayif they areabruptlystopped,for instance,by
hitting
�� ��Ctrl +
�� ��C . If thathappens,thescriptmight leave behinda numberof temporary

files. The trap commandhelpsto avoid this by interceptingsignalsto compensatefor
their actionby runningcertaincommands.The trap commandrequiresthe following
syntax:

trap command signal

For example,theline trap command 2 15 would causea scriptto interceptsignals2
(SIGINT) and15 (SIGTERM)andrun thespecifiedcommandinstead.The trap built-in
canalsoberun without specifyinga command(asin trap "" HUP), in which casethe
signalwill simply beignored.

In general,signalhandlingshouldbedefinedat thebeginningof a script. As soonasone
of the declaredsignalsis intercepted,trap will take careof runningthe corresponding
commandfor it.

Note: Thetrap built-in caninterceptall signalsin thiswayexceptsignal9 (SIGINT) and
signal19 (SIGSTOP),becausethekernelhasexclusivecommandover this signal.

Exercise

Modify SampleScript 20 (AppendixE on page120) to properlyhandlesig-
nals2 and15. If eithersignalis intercepted,thescriptshouldfirst deletethe
temporaryfile thenterminatewith exit , sothescriptexits with auniqueexit
status.

Solution: seeSampleScript21 in AppendixE onpage122

5.5 Implementing Simple Menus with select

With Bash,it is possibleto createsimple menuswith the help of the select built-in
command.
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This is thesyntaxof select :

PS3=prompting-text
select VARIABLE in item1 item2 item3
do

commands
done

The actualtext that promptsfor the action(suchasPlease select a file ) is as-
signedto thetertiarypromptvariable"PS3". Whenthemenuis displayed,thistext appears
below theactualitems,eachof which hasa number. Theuseris supposedto reply by en-
teringoneof thenumbersthatcorrespondto anitem. Theitem’s contentsarethenstored
in thevariable.In mostcases,acase constructis usedwithin theselect loop to define
acommandfor eachitem:

PS3=prompting text
select VARIABLE in item1 item2 item3
do

case VARIABLE in
value1 ) command1 ;;
value2 ) command2 ;;

esac
done

If theuserdoesnot selectany of the itemsbut simply hits
�� ��←↩ , the loop will resumeand

displaythe menuagain. Justlike with a for , a while , or an until loop, a select
loop allows you to exit from the currentiterationwith continue or from the loop asa
wholewith break (seeSection4.4.2onpage58).

Hereis anexampleto show how select canbeusedto createabasicmenu:

#!/bin/bash
# Creates a simple menu using select

PS3="Please select one of the items: "
select VAR in Item1 Item2 Quit; do

case "$VAR" in
Quit )

echo "You chose to quit me."
break
;;

* )
echo "You’ve selected $VAR."
;;

esac
done
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Whenexecutingthescript,its outputshouldlook like this:

tux@earth:~> bin/select-test
1) Item1
2) Item2
3) Quit
Please select one of the items: 1
You’ve selected Item1.
1) Item1
2) Item2
3) Quit
Please select one of the items: 3
You chose to quit me.

Thenext exampleshows how select canbeusedin a script thatanalyzesthesystem’s
passwords.Thescriptinformsaboutaccountswith ausablepassword,with nousablepass-
word (accountis locked), or with no password. Only root is allowed to view this infor-
mation,which is implementedin thescriptby checkingwhetherit wasactuallycalledby
root.

#!/bin/bash
# This script lets you see which users have
# - a usable password
# - no usable password (account is locked)
# - no password
# Based on "passwd -S", which displays the account status
# if the account name is supplied as a parameter.

# exit from this script if not called by root
if [ "$UID" -ne 0 ]
then

echo "Sorry, you must run this script as root. Account \
status information is not available for regular users."
exit 0

fi

# define a function to check the account status for all users
# listed in /etc/passwd
get_account_status () {

for ACCOUNTin ‘grep ^[a-z] /etc/passwd | cut -d : -f 1‘
do

PASSW=‘passwd -S $ACCOUNT| cut -d " " -f 2‘

if test "$PASSW" = "$STATUS"
then

echo $ACCOUNT
fi

done
}

cat << THE-END
This script checks the password status of user accounts.
According to the selection made, it lists all accounts
for which there is a usable password, no usable
password (account is disabled), or no password.
THE-END
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PS3="Please select one of the above:"
select i in "Usable password" "Account locked" "No password" Quit
do

if [ "$i" = "Quit" ]
then

break
else case $i in

"Usable password" )
echo "Accounts with a usable password:"
STATUS="PS"
get_account_status
;;

"Account locked" )
echo "Accounts that are locked (disabled):"
STATUS="LK"
get_account_status
;;

"No password" )
echo "Accounts that have no password:"
STATUS="NP"
get_account_status
;;

esac
fi

done

After printingsomeinformationto explainwhatit does,thescriptusesselect to present
a menufrom which theusermaychooseamongtheavailableactions.A for loop is used
to get the usernamesin /etc/passwd andto filter out a string identifying the status
(suchas"NP" for no password) from theoutputof passwd -S . Thefinal outputlists all
usernameswith thestatusselectedfrom themenu.

Exercise

Write a script that acceptsa groupnameasan argument. The script should
presenta menuto let theuserdecidewhetherto list: 1) all usersof thegiven
group,2) theuserswho areprimarymembersof thegroup,3) theuserswho
aresecondarymembersof thegroup.

Note: Primary group membership can be obtained from the file
/etc/passwd , but to find out about secondarygroup members,
you will have to scan/etc/group . Therefore,thescriptwill have to
searchonly oneof thesefiles or both of themdependingon the user’s
selectionin themenu.It will behelpful to declareanumberof functions
for thescript,whicharethencalledaccordingto theselectionmade.

Solution: seeSampleScript22 in AppendixE onpage124
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5.6 Dialog Boxes With dialog

Beforedialogscanbecreatedfrom a shellscript,you needto install dialog asanaddi-
tionalpackage.

Thedialog packageallows you to presentdifferenttypesof boxes,eachfor a different
task. For instance,you cancreatemenusto let the userselectan item, boxeswith entry
fieldsto readuserinput,or lists to allow enablingor disablingcertainitems.Theusercan
cycle throughtheinterfaceelementswith

�� ��Tab andusethespacebarto selectanelement.

If youareusingtheKDE desktop,it is alsopossibleto create"real" graphicaluserinterface
elementswith kdialog , whichactuallyrelieson thesamesyntaxasdialog . However,
notall of thelatter’soptionsaresupportedby kdialog . However, it shouldbequiteeasy
to adaptscriptsoriginally written for dialog . 1

Thedialog commandrequiresthis syntax:

dialog -- boxtype "text" height width

As canbeseen,theheightandwidth of thebox(numberof rowsandcolumns)mustalways
bespecifiedtogetherwith thetypeof box (seebelow). Somebox typesrequireadditional
parameters.

The following sectionsprovide an overview of the most frequentlyusedbox typesthat
dialog candisplay.

5.6.1 Yes/No Box (yesno )

Figure5.1: A yesno Box

1The mostimportantdifferenceis that dialog directsall userinput to standarderror, while kdialog
directsit to standardoutput.
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A box of this type displayssometext andtwo button-like widgetsbelow it for selecting
yes or no . Theexit statusreturnedby dialog dependsontheuser’sselection— astatus
of "0" is returnedif yes is selectedand"1" if no is selected.

Example(seeFigure5.1on thefacingpage):

dialog --yesno "Would you like to continue?" 10 50

Optionally, definea title for theboxwith --title , like in thisexample:

dialog --title "yesno box" --yesno "Would you like to continue?" 10 50

Thetitle appearsat thetopborderof thebox:

Figure5.2: Dialog Box with Title

Thepurposeof ayesno box is to prompttheuserfor ananswer(yes or no) andto make
theinputavailablethroughtheexit statusof dialog ("0" or "1", respectively), whichcan
thenbequeriedby ashellscript.
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5.6.2 Message Box (msgbox)

Figure5.3: A msgbox

This typeof box allows you to displaysometext to bereadby theuser, who is supposed
to confirmthemessageby selectingtheOKbutton.

Example(seeFigure5.3):

dialog --msgbox "This is a message." 10 50

If themessagecomprisesseverallinesof text, dialog will takecareof thenecessaryline
breaksautomatically, accordingto thebox width specified(50 charactersin our example).
However, youcanalsoinsertafixedline breakmanuallywith a "\n".
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5.6.3 Input Box (inputbox )

Figure5.4: Prompting for Input with an inputbox

With this type of dialog box, prompt the userto supplysomekind of input. The input
strings,however, cannotbe processeddirectly, but mustalwaysbe saved to a temporary
file. This is dueto thefactthatdialog usesstandardoutputto displayits boxessoneeds
to directall userinput to standarderror. Therefore,thelatter is storedin a temporaryfile,
afterwhich it canbeassignedto avariablefor furtheruse.

Thisexampleshowshow theprocedureworks:

dialog --inputbox "Please enter something." 10 50 \
2> /tmp/tempfile
VAR=‘cat /tmp/tempfile‘

As canbe seen,standarderror is redirectedto /tmp/tempfile . In the next step,the
contentsof this file areassignedto VAR throughcommandsubstitution. The input box
createdby this commandsequenceis shown in Figure5.4.

Dialogboxesof theinputbox typecanbeusedto readin virtually any kind of userinput.

5.6.4 Text Box (textbox )

With this type of box, you candisplay the contentsof text files. Whencalledwith this
option, dialog startsa no-frills text file viewer that allows navigation with the arrow
keys andsearchingfor astringwith

�� ��/ , asin theoutputof less andotherprograms.

Example:

dialog --textbox /etc/passwd 10 50
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Thisdisplaysthefile /etc/passwd in atext box. Theusercanclosetheboxby selecting
theEXIT button:

Figure5.5: Displaying /etc/passwd with a textbox

To display the contentsof a text file from a script, you can call dialog with the
--textbox option.

5.6.5 Menu Box (menu)

With this typeof box, theusercanbepresentedwith a menuto selectone(andonly one)
item from a list. Thisexampleshows thesyntaxrequiredfor amenu box:

dialog --menu "This is a menu." 10 50 2 \
"option 1" "This is the first option" \
"option 2" "This is the second option"

Theexampleshows that the --menu optionalsorequiresspecificationof thenumberof
items(2 in theexample)in additionto theheightandwidth (10and50). As thefirst element
of anitemdefinition,dialog expectsanameor tagfor theitem(anarbitrarystring).This
item namewill bewritten to standarderrorif thecorrespondingitem is selected.Standard
erroris redirectedto a temporaryfile to allow queryingtheuser’s selectionlater.
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Figure5.6: A Menu Box Createdwith dialog --menu

Giventhat themenucanalsobeclosedwith Cancel , it maybea goodideato checkfor
thecorrespondingexit statusto exit thescriptif necessary:

test "$?" = "1" && exit 0

A menubox is a goodsolutionwhenever thereis a needto presenttheuserwith a list of
itemsfrom whichexactlyoneitemshouldbeselected.

5.6.6 Check List Box (checklist )

A checklist box is similar to a menubox in that it presentsa numberof entriesfrom
which to select. However, any numberof the checkboxesin the list canbe activatedor
deactivated(by pressingthespacebar),which is differentfrom a menubox andalsofrom
aradiolist (see5.6.7on thenext page)whereonly oneitemcanbeselectedata time.

The syntaxis quite similar to that of the --menu option, but it allows one additional
parameter, which is that eachentry canhave either"on" or "off" at the endof the corre-
spondingline to indicatewhethertheentryshouldbesetto onor off by default:

dialog --checklist "This is a checklist" 10 50 2 \
"a" "This is one option" "off" \
"b" "This is the second option" "on"

© 2004,SUSELINUX AG (http://www.suse.com/training/) 77



5 Advanced Scripting Techniques

In this example,thesecondentryis onandthefirst oneoff by default,which resultsin the
following dialog:

Figure5.7: A checklistBox

Similarly to whathappenswith amenubox(see5.6.5onpage76),thenamesof any entries
thatareactivatedareput out on stderrandthereforeneedto beredirectedto a temporary
file. Assumingthat both entriesareactivatedin the above exampleandthat redirection
is actuallyperformedin the way described,the contentsof the temporaryfile will read
"a" "b" . This canbeprocessedfor furtherusein a shell scriptwith a case statement
or throughsomeothermechanism.

Theboxmaybeclosedby selectingCancel , soit is usefulto interceptthecorresponding
statusin thescript(seeSection5.6.5onpage76).

5.6.7 Radio List Box (radiolist )

Thesyntaxto createa radiolist with dialog is basicallythesameastheonefor a check
list, with thedifferencethatonly oneof theentriescanbeactive at a time andthatentries
aredisplayedasroundishbutton-likewidgets(insteadof squareones).

Example:

dialog --radiolist "This is a selective list, where only one \
option can be chosen" 10 50 2 \
"a" "This is the first option" "off" \
"b" "This is the second option" "on"
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Radiobuttonsarenot squarebut round,ascanbeseenin this screenshot:

Figure5.8: A radiolist Dialog

Onceagain,eachentryneedsto begivenaname,which is printedto stderrwhenselected.
Like thetwo previousboxes,a radiolistboxcanbeclosedwith Cancel .

5.6.8 Progress Meter Box(gauge )

This optionallows you to displaya gaugedisplayingtheprogressof a givenprocess.To
make this work, however, dialog requiresthat the outputof the processis availablein
numericalformat.Thefollowing scriptshowshow thiscanbeimplemented:

#!/bin/bash
declare -i COUNTER=1
{
while test $COUNTER-le 100
do

echo $COUNTER
COUNTER=COUNTER+1
sleep 1

done
}| dialog --gauge "This is a progress bar" \
10 50 0

In this example,we first createa counterincreasedby 1 per loop iteration. Also, each
iteration includesa pauseof onesecond(sleep 1). Further, with eachloop iteration
echo sendsthecountervalueto standardoutput.As dialog mustbeableto readthison
standardinput, we put thewholewhile loop in braces({ . . . }), thusmakingsurethat it
is not run in a subshell.This allows usto sendtheoutputthrougha pipe,which feedsit to
dialog --gauge onstdin.
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Thecommanddialog --gauge readsnumbersto displaythemasa progressbarindi-
catingapercentage,but to dosoit requiresanadditionalparameter(apartfrom boxheight
andwidth). This parameterspecifiesthe initial percentageto beshown by thegauge("0"
in theexample).

Figure5.9: A ProgressMeter Createdwith dialog --gauge

A gaugemakessenseonly if theoutputof theprocessto monitoris indeedavailablein the
form of percentagevaluesthatcanbedisplayedby theprogressbar.

A samplescript that implementsall typesof boxesthat canbe createdwith dialog is
includedin AppendixE onpage126.

Summar y

• The read commandcannot only beusedto assignsinglestringsto a variable,but
alsoto readin commandoutputor file contentsin a line-by-linefashion.

• If you anticipatethatcertaincommandsequenceswill beusedmorethanoncein a
scriptor if youwantto makeacomplex scripteasierto readandunderstand,consider
definingshell functionsfor certainroutines.A functionnormally comprisesa part
of a script andmakesit availableundera user-definablename,suchthat the script
partmaybeexecutedsimply by statingthisnamefurtherbelow in thescript.

• Usethe bashbuilt-in commandgetopts to easilyextract command-lineoptions
for shellscripts.With thegetopts command,youcantell thescriptwhichoptions
it shouldrecognizeandwhichactionshouldbetriggeredby agivenoption.
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• Runningprocessescanbeabortedandstoppedby sendingthemsignals.To intercept
signalssentto a script,usethe trap built-in. The commandallows you to define
thesignalsthatshouldbeinterceptedandtheactionthatyou wantthescript to take
if thesignalis sent.

• It is oftendesirableto presentuserswith a numberof alternativeswhenexecutinga
script. This canbeachievedwith select , which presentsalternativesin theform
of asimplemenustructure.

• With the dialog packageinstalledasan add-on,scriptscanbe enhancedwith a
numberof keyboard-awaregraphicalinterfaceelementsfor thedisplayandselection
of text, items,etc.,evenif thereis noaccessto anX serverwhenrunningthescript.
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A.1 cat

Whencombinedwith the here operator(seeSection2.5.2on page18), the cat com-
mandis a goodchoiceto outputseveral linesof text from a script. In interactive use,the
commandis mostlyrun with a file nameasanargument,in which casecat printsthefile
contentsonstandardoutput.

A.2 cut

Thecut commandcanbeusedto cutoutsectionsof linesfrom afile, soonly thespecified
sectionis printed on standardoutput. The commandis appliedto eachline of text as
availablein a file or on standardinput. With cut -f , cut out text fields. cut -c works
with thecharactersspecified.Bothsinglesections(charactersor fields)andseveralsections
canbe specified. The default delimiter to separatefields from eachother is a tab, but a
differentfield separatorcanbespecifiedwith thecut -d option.

Examples:

tux@earth:~> cut -d : -f1 /etc/passwd
root
bin
daemon
lp
mail
games

This specifiesthat thefield separatorshouldbea colon. In every line of /etc/passwd ,
thefield thatcomesbeforethefirst colonis takenandprintedto stdout.

tux@earth:~> ls -l somedir/ | cut -c 35- | sort
687 Sep 20 17:06 file2

2199 Sep 20 17:05 file1
6593 Sep 20 17:06 file3

This commandtakes the output of the ls commandand cuts out everything from the
thirty-fifth character. This is pipedto sort , so thefinal outputis sortedaccordingto file
size.
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A.3 date

Thedate commandcanbeusedwhenever thereis a needto obtaina dateor time string
for further processingby a script. Without any optionsspecified,the command’s output
lookslike this:

tux@earth:~> date
Fre Sep 03 14:18:12 CEST 2002
tux@earth:~> su -
Password:
earth:~ # date
Fri Sep 03 14:18:34 CEST 2002

Theexamplealsoshows that theoutputof date maydiffer from userto user("Fre" vs.
"Fri" for Friday),dependingonhow thelocalevariableshavebeenset.

The date allows you to changethe output format in almostevery detail. With the -I
option,date prints thedateandtime in ISO format (which is thesameasif theoptions
hadbeen:+%Y-%m-%d.

tux@earth:~> date -I
2002-09-03
tux@earth:~> date +%m-%d’ ’%H:%M
09-03 14:19
tux@earth:~> date +%D,’ ’%r
09/03/02, 02:19:58 PM
tux@earth:~> date +%d.%m.%y
03.09.02
tux@earth:~> date +%d.%m.%Y
03.09.2002
tux@earth:~> date +%e.%-m.%y,’ ’%l.%M’ ’%p
3.9.02, 2.20 PM
tux@earth:~> date +%A,’ ’%e.’ ’%B’ ’%Y
Friday, 3. September 2002

A list with all thepossibleformatoptionsfor date canbeobtainedwith man date . In
any case,you shouldbeableto customizetheoutputto exactly matchtherequirementsof
yourscript.

A.4 echo

The echo command,which exists both asa shell built-in andasan externalcommand,
prints text lineson standardoutput. A line breakis insertedautomaticallyaftereachline.
Whencalledwith the-e option,echo acceptsanumberof additionaloptions.

Thesearesomeof thespecialsequencesrecognizedby echo whenrunwith the-e option:

\a Outputanalert(soundingthebell). This doesnot work in a konsole terminal,how-
ever.
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\c Do notaddanew line at theendof theoutput.

\n Add anew line (line break).

The cat command(seeAppendix A.1 on page85) shouldbe preferredover echo to
outputa text file or severallinesof text.

A.5 grep , egrep

The commandgrep andits variantegrep areusedto searchfiles for certainpatterns,
accordingto this syntax:

grep searchpattern filename ...

The commandprints lines that containsthe given searchpattern. It is also possibleto
specifyseveral files, in which casethe outputwill not only print the matchingline, but
alsothe correspondingfile names.Several optionsareavailableto specify that only the
line numbershouldbe printed, for instance,or that the matchingline shouldbe printed
togetherwith leadingandtrailing context lines.

Searchpatternscanbe suppliedin the form of regular expressions(seeAppendixB on
page95), althoughthebaregrep commandis limited in this regard. To searchfor more
complex patterns,usethe egrep command(or grep -E ) instead,which acceptsex-
tendedregularexpressions.As a simpleway to dealwith thedifferencebetweenthe two
variants,justmakesureyouuseegrep in all of yourshellscripts.

Theregularexpressionsusedwith egrep needto bein accordancewith thestandardregex
syntax.Youcanreadaboutthedetailsof this topic in themanualpageof grep .

To avoid having specialcharactersin searchpatternsinterpretedby theshell,enclosethe
patternin quotationmarks(seeSection2.7onpage23).

Example:

tux@earth:~> egrep (b|B)lurb file*
bash: syntax error near unexpected token ‘|’
tux@earth:~> grep "(b|B)lurb" file*
tux@earth:~> egrep "(b|B)lurb" file*
file1:blurb
filei2:Blurb

A.6 sed

Thesed programis a streameditor— aneditorusedfrom thecommandline ratherthan
interactively. An importantdetailto keepin mindis thatsed performstext transformations
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on a line-by-linebasis.Thecommandsavailablefor sed canbespecifiedeitherdirectly
on thecommandline or in aspecialcommandscriptloadedby theprogramonexecution.

Thesed commandrequiresthefollowing syntax:
sed ’ editing-command ’ filename

Theavailableeditingcommandsaresingle-characterarguments.Thesearesomeof them:

d delete

s substitute(replace)

p outputline

a appendafter

As with othercommands,theoutputof sed normallygoesto standardoutput,but canalso
beredirectedto afile.

Eachsed commandmustbeprecededby anexactaddressor addressrangespecifyingthe
linesto which theeditingcommandapplies.

Apart from thesingle-charactercommandsfor text transformations,you canalsospecify
optionsto influencetheoverall behavior of thesed program.Thesearesomeimportant
command-lineoptionsfor sed :

-n , --quiet , --silent By default, sed will print all lines on standardoutputafter
they have beenprocessed.This option suppressesthe output so sed only prints
thoselines for which the p editing commandhasbeengiven to explicitly reenable
printing.

-e command1 -e command2 ... This optionis necessarywhenspecifyingtwo or
moreediting commands.It mustbe insertedbeforeeachadditionalediting com-
mand.

-f filename With this option, a script file canbe specifiedfrom which sed should
readits editingcommands.

For many editingcommands,it is importantto specifytheexactline or linesthatshouldbe
processedby thecommand.Oneof themorefrequentlyusedaddresslabelsis "$", which
standsfor thelastline.

Examples:

tux@earth:~> sed -n ’1,9p’ somefile
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Thiscommandhastheeffect thatonly lines1 through9 areprintedonstdout.

tux@earth:~> sed ’10,$d’ somefile

Thisdeleteseverythingfrom line 10 to theendof thefile andalsoprintsthefirst 9 linesof
somefile .

You can usea regular expressionto definethe addressor addressrangefor an editing
command. Regular expressionsmust be enclosedin forward slashes. If an addressis
definedwith suchanexpression,sed processesevery line thatincludesthegivenpattern.

Example:

tux@earth:~> sed -n ’/Murphy.*/p’ somefile

Thisprintsall linesthathave thepattern"Murphy.*" in them.

To negateanaddress,putanexclamationpointbeforeit. Also, if youwantsed to perform
several editing commandsfor the sameaddress,you needto enclosethe commandsin
braces:sed ’1,10{ command1 ; command2} .

As ageneralrule,editingcommandsneedto beseparatedeitherby a line breakor asemi-
colon. Finally, you canusea leadingexclamationpoint to negatenot only addresses,but
alsoto negateeditingcommands.This canbeusedto tell sed that it shouldnot perform
thecommandonany linesmatchedby theaddress.

Example:

tux@earth:~> sed ’/^#/!d’ somefile

With thiscommand,sed will notdeleteany linesthatarecommented(thosewith aleading
"#" in them),but print them.

Thesearethemostimportanteditingcommandsof sed :

Command Example Editing action

d sed ’10,$d’ file Deleteline.
a sed ’a \ Appendtext afterthespecifiedline, with

text \ line breaksandbackslashesincluded
text ’ file asshown in theexample.

i sed ’i \ Inserttext beforethespecifiedline.
text \
text ’ file

c sed ’2000,$c \ Replacespecifiedlineswith thetext.
...’ file
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Command Example Editing action

s sed s/ x / y / opt. Searchandreplace— thesearchpatternx is
replacedwith patterny . The searchandthe
replacementpatternareregularexpressionsin
mostcasesandthesearchandreplacebehav-
ior canbeinfluencedthroughvariousoptions.

y sed y/ abc / xyz / (yank) Replaceevery characterfrom the set
of sourcecharacterswith the characterthat
hasthesamepositionin thesetof destination
characters.

Thefollowing optionscanbeusedwith s (searchandreplace):

I Do notdistinguishbetweenuppercaseandlowercase.

g Replaceglobally wherever thesearchpatternis found in the line (insteadof replacing
only thefirst instance).

n Replacethenth matchingpatternonly.

p Print theline afterreplacing.

w file Write theresultingtext to thespecifiedfile ratherthanprinting it onstdout.

Examples:

tux@earth:~> sed ’s/:/ /’ /etc/passwd

Thiscommandreplacesthefirst colonin eachline with aspace.

tux@earth:~> sed ’s/:/ /g’ /etc/passwd

This replacesall colonsin all lineswith aspace.

tux@earth:~> sed ’s/:/ /2’ /etc/passwd

This replacesonly thesecondcolonin eachline with aspace.

tux@earth:~> sed -n ’s/\([aeiou]\)/\1\1/Igp’

This replacesall single vowels with doublevowels. The exampleshows how matched
patternscanbereferencedwith "\1" if thesearchpatternis givenin parentheses(which in
turn have to beescaped).The"I " optionensuresthatsed ignoresthecase."g" hasthe
effect that charactersarereplacedglobally. Finally, the "p" option tells sed to print all
linesprocessedin thisway.

tux@earth:~> sed ’y/ABCDEFGHIJKLMNOPQRSTUVWXYZ/abcdefghijklmnopqrstuvwxyz/’

Thiscommandchangesall uppercasecharactersto lowercase.
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A.7 test

The test commandexists both asa built-in andasan externalprogram. It is usedto
comparevaluesandto checkfor files andtheir properties(whethera file exists,whetherit
is executable,andsoon). If thetestedconditionis true,test returnsanexit statusof 0; if
theconditionis not true,theexit statusis 1. In shellscripts,thecommandis usedmainly
to declareconditionsto influencetheoperationof loops,branches,andotherstatements.

Thesyntaxof test is:

test condition

Alternatively, a test commandmay be given in the form of [ condition ] . Note
thataspace(asindicatedby the" ") mustalwaysbeinsertedaftertheopeningbracketand
beforetheclosingbracket.

Thetest commandcanbeusedfor thefollowing tasks:

• Testingwhetherafile exists.Someof theavailableoptionsare:

Option Description

-e file exists
-f file existsandis a regularfile
-d file existsandis adirectory
-x file existsandis executable

Example:

tux@earth:~> ls memo*
memo1 memo2
tux@earth:~> test -e memo1; echo $?
0
tux@earth:~> test -e memo3; echo $?
1

• Comparingtwo files. Someof theavailableoperatorsare:

Operator Description

-nt newer than
-ot olderthan
-ef referringto thesameinode(e.g.,in thecaseof ahardlink)
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• Comparingtwo integers.Theavailableoperatorsare:

Operator Description

-eq equal
-ne notequal
-gt greaterthan
-lt lessthan
-ge greaterthanor equal
-le lessthanor equal

• Testingstrings.

Command Description

test -z string Exit statusis 0 (true) if the string has
zerolength(is empty).

test string Exit statusis 0 (true) if the string has
non-zerolength (consistsof at least1
character).

test string1 = string2 Exit statusis 0 (true) if the stringsare
equal.

test string1 != string2 Exit statusis 0 (true) if the stringsare
notequal.

• Combinedtests.

Command Description

test ! condition Exit statusis 0 (true)if theconditionis
not true.

test cond1 -a
cond1

Exit statusis 0 (true)if bothconditions
aretrue.

test cond1 -o
cond1

Exit statusis 0 (true)if eithercondition
is true.

More detailedinformationabouttest canbeobtainedwith bothhelp test andman
test (thebuilt-in test commandandtheexternalonehave identicalfeatures).

A.8 tr

Thetr commandis usedto translate(replace)or deletecharacters.It readsfrom standard
input andprints the resulton standardoutput. With tr , it is not only possibleto replace
regular charactersor sequencesof suchcharacters,but alsospecialcharacterslike "\t "
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(horizontaltab)or "\r " (return).A completelist of all specialcharactershandledby tr is
includedin themanualpageof theprogram.

Syntax:
tr set1 set2

Thecharactersincludedin set1 arereplacedwith thecharactersincludedin set2 .

Example:

tux@earth:~> cat m-laws | tr a-z A-Z
MURPHY’S LAWS

IF ANYTHING CAN GO WRONG,IT WILL.
...

With a commandlike this one,all lowercasecharactersin a file arechangedto uppercase
andtheresultis printed.

If set2 containsfewercharactersthanset1 , theformerisextendedwith thelastcharacter
of thelatteruntil bothhave thesamelength.

You canusetr to deletecharactersfrom the first setby enteringtr -d set1 . This
will not translateanything,but only deletetheonesincludedin set1 , printing therestto
standardoutput.

Example:

tux@earth:~> VAR=‘echo $VAR | tr -d %‘

With this command,tr deletesthe percentsign from the original valueof VARandthe
resultis assignedasanew valueto thesamevariable.

By enteringa commandlike tr -s set1 char , you canalsousetr to replacea set
of characterswith asinglecharacter.
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Regularexpressionsarestringsconsistingof metacharactersandliterals(regularcharacters
andnumerals).In thecontext of regularexpressions,metacharactersarethosecharacters
thatdo not representthemselvesbut have specialmeanings.They mayactasplaceholders
for othercharactersor may be usedto indicatea position in a string. Many commands
(suchasegrep andsed ) rely onregularexpressionsfor patternmatching.It is important
to remember, however, thatsomemetacharactersusedby theshell for filenameexpansion
haveameaningdifferentfrom theonediscussedhere.

To learnmoreaboutthe structureof regular expressions,readthe correspondingmanual
pagewith man 7 regex . Thefollowing tablepresentsthemostimportantmetacharac-
tersandtheirmeanings:

Character Meaning Example

^ beginningof theline ^The : The is matchedif at thebegin-
ningof theline

$ endof theline eighty$ : eighty is matchedif at
theendof line

\< beginningof theword
\> endof theword \<thing \>: matchesthewholeword

thing

[abc] onecharacterfrom theset [abc] : matchesany oneof a, b, and
c

[a-z] any onefrom thespecified
range

[a-z] : matchesany one character
from a to z ; [-:+] : any oneof - , :
and+

[^xyz] noneof thecharacters [^xyz] : x , y , andz arenotmatched
. any singlecharacter file. : matchesfile1 andfile2 ,

but not file10

+ oneor moreof thepreced-
ing expression

[0-9]+ : matchesany number

* any number (including
none)of precedingsingle
character

file.* matchesfile , file2 , and
file10

{ n,m } the precedingexpression
n times at minimum and
mtimesatmaximum

[0-9]{1,5} : matchesany one-digit
to five-digit number
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Character Meaning Example

| the expressionbefore or
after

file |File : matches file and
File

() enclose alternatives for
groupingwith others

(f|F)ile matchesfile andFile

? zeroor oneof thepreced-
ing

file1?2 : matchesboth file2 and
file12

\ escape the following
metacharacterto remove
its specialmeaning

www\.suse \.de : matches
www.suse.de , literally (with thedot
not being treatedas a metacharacter);
this is also necessaryfor parenthe-
ses, e.g., matching a parenthetical
pattern would require the expression
\([a-zA-Z]+ \)
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C Special Variab le Substitution
Operator s for Bash

In Bash,you canusespecialvariablesubstitutionoperatorsto assigndifferentvaluesto
variableswithout having to rely on externalcommands.Thesespecialsubstitutionopera-
torsallow changingvariablesby deletingcertainpatternsin their valuesandreturningthe
rest,for instance.They alsoallow youto setadefault for avariableto providefor situations
wherenovaluecanbeassignedto it.

Thefollowing variablesubstitutionsarepossible:

Substitution operator Description

${VAR- value } Returnsvalue if thevariabledoesnotexist.
${VAR=value } Assignsvalue to the variableandreturnsvalue if the

variabledoesnotexist.
${VAR+value } Returnsvalue if thevariableexists.

${#VAR} Returnsthenumberof charactersin thevalueof VAR.
${VAR#pattern } Deletesthe shortestpart matchedby pattern from the

beginningof thevariable’s valueandreturnstherest.
${VAR## pattern } Deletesthe longestpart matchedby pattern from the

beginningof thevariable’s valueandreturnstherest.
${VAR%pattern } Deletesthe shortestpart matchedby pattern from the

endof thevariable’s valueandreturnstherest.
${VAR%%Muster } Deletesthe longestpart matchedby pattern from the

endof thevariable’s valueandreturnstherest.

Thesubstitutionoperatorsreturningor settinga default value("-", "=", and"+") canalso
beprefixedwith a colonwith theeffect that substitutionnot only happensif thevariable
doesnotexist, but alsoif it existsbut hasanull value(is empty).

Examples:

tux@earth:~> echo $VAR

tux@earth:~> echo ${VAR-valyou}
valyou
tux@earth:~> echo $VAR
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tux@earth:~> echo ${VAR=valyou}
valyou
tux@earth:~> echo $VAR
valyou
tux@earth:~> VAR=
tux@earth:~> echo ${VAR=valyou}

tux@earth:~> echo ${VAR:=valyou}
valyou
tux@earth:~> echo $VAR
valyou
tux@earth:~> echo ${VAR+ValYou}
ValYou
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D Debugging Shell Scripts

One way to debug a shell script is to usea built-in commandlike set , which allows
you to setoptionsto changethe shell’s behavior. The option relevant for debuggingcan
beenabledwith set -x eitherdirectly on theshebangline (#!/bin/bash -x ) or by
addingtheset -x commandto thescriptbody. After enablingthisoption,thescriptwill
print eachcommandin its exactinterpretedform.

Example:

tux@earth:~> set -x
tux@earth:~> find ~ -name *.sh -exec mv {} bin \;
+ find /home/tux -name ’*.sh’ -exec mv ’{}’ bin ’;’

Asshownby theexample,thecommandline isprintedonceagainafterhavingbeenentered
in its full interpretedform. Whennot neededanymore,disablethis behavior by entering
set +x .

In many cases,seeingwhat the script’s commandsactuallydo will help you to discover
the sourceof the error. If not, you may needto make surethat it is not hiddenbehind
any variablesby modifying thescriptin suchaway thatthevaluesof variablesgetprinted
at run-time. The simplestway to achieve this is to insertthe echo commandbeforethe
correspondingvariable(echo $VARIABLE). However, doing this for eachand every
variablejust for debuggingpurposes(andremoving thecommandafterwards)maybetoo
muchof aneffort in somecases.A bettersolutionwouldbeto write a functionthatallows
enablingor disablingthedebuggingoutputthroughasingleDEBUGvariable:

debug () {
test "$DEBUG"= "yes" || return 1
# check that there are no arguments

test -z "$*" && return
echo "Debug: $*"

}

This functioncanbecalledin a script togetherwith eachvariablewhosevalueshouldbe
printed.Onecouldalsoaddahint (suchasthenameof thevariable)to identify thedebug-
ging output,which will thenbeprintednext to thevalue,e.g.,debug "MAX: $MAX".
The function is readyfor useafter declaringa DEBUGvariableat the beginning of the
script. If DEBUGis setto "yes", thescriptwill print thevaluesof variablesasit is run. If
not, thereis nosuchoutput.

With sucha function,it becomesveryeasyto enabledebuggingfor thegivenscriptandto
quickly disableit whennotneededanymore.
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E Sample Scripts

Sample Script 1

hello.sh:

#!/bin/bash
# This script prints a "Hello world" greeting
# Author: Tux Penguin
# Created: 8/22/2002

echo -e "\aHello\nworld"

exit 0

Sample Script 2

name.sh:

#!/bin/bash
# This script reads the user’s first and last name
# and then prints a greeting with the full name.
# Author: Tux Penguin
# Created: 8/22/2002

echo "Please enter your first name:"

# first name gets assigned to variable FIRSTNAME
read FIRSTNAME

echo "Please enter your last name:"

# last name gets assigned to variable LASTNAME
read LASTNAME

# Now print the greeting:
echo "Welcome to the club, $FIRSTNAME $LASTNAME"

exit 0
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Sample Script 3

name2.sh:

#!/bin/bash
# This scripts reads the user’s first and last name
# and then prints a greeting with this full name.
# Author: Tux Penguin
# Created: 8/22/2002

echo "Please enter your first name:"

# first name gets assigned to variable FIRSTNAME
read FIRSTNAME

echo "Please enter your last name:"

# last name gets assigned to variable LASTNAME
read LASTNAME

# create a new NAMEvariable
NAME="$FIRSTNAME$LASTNAME"

# Now print the greeting:
echo "Welcome back home, $NAME"

exit 0

Sample Script 4

find2.sh:

#!/bin/bash
# This script searches for files in the current directory.
# The user is prompted to enter a file name; if no name is
# entered, we search for the default value anyway, which is
# set to "*.bak"
# Author: Tux Penguin
# Created: 8/22/2002

echo "Please enter the file to be searched for (default is: *.bak):"

read FILE

find . -name "${FILE:="*.bak"}"

exit 0
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Sample Script 5

sum.sh:

#!/bin/bash
# This script lets the user specify two whole numbers and
# then adds them together. All arithmetic formats possible
# under Bash are used, one after another.
# Author: Tux Penguin
# Created: 8/22/2002

# First we declare INTEGERS1,2 and SUM as integer variables,
# better do this here at the top as with most variables:
declare -i INTEGER1
declare -i INTEGER2
declare -i SUM

# read first integer
echo "Please enter first integer: "
read INTEGER1

# read second integer
echo "Please enter second integer: "
read INTEGER2

# this uses ’expr’ for Bourne shell compatibility:
RESULT=‘expr $INTEGER1 + $INTEGER2‘

echo "The ’expr’ command returns the result: $RESULT."

# this uses the Bash built-in ’let’:
let RESULT="$INTEGER1 + $INTEGER2"

echo "The ’let’ built-in returns the result: $RESULT."

# this uses a Bash-specific arithmetic expression:
RESULT=$[$INTEGER1 + $INTEGER2]

#or:
#RESULT=$(($INTEGER1 + $INTEGER2))

echo "Using an arithmetic expression in Bash, the result is: $RESULT."

# this one uses the variables declared as integers above:
SUM=INTEGER1+INTEGER2

echo "Using the variables declared as integers, the sum is: $SUM."

exit 0
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Sample Script 6

birthday.sh:

#!/bin/bash
# This script prompts the user to enter his date of
# birth. If today is the user’s birthday, we congratulate.
# Author: Tux Penguin
# Created: 8/22/2002

echo "Please enter your date of birth (YYYY-MM-DD, for instance 1973-12-21): "

# date of birth is assigned to the BIRTHDAY variable
read BIRTHDAY

# yank the year from the date of birth
BIRTHDAY=${BIRTHDAY#[0-9]*-}

# today’s date is assigned to variable TODAY
TODAY=‘date -I‘

# yank the year from today’s date as well
TODAY=${TODAY#[0-9]*-}

if test "$BIRTHDAY" = "$TODAY"
then

echo "Tada! Happy birthday to you! Nice presents awaiting you ..."
STATUS=0

else
echo "Sorry to disappoint you, no presents today ..."
STATUS=1

fi

exit $EXITSTAT
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Sample Script 7

This scriptcanbeimplementedin two differentways. Eithera checkis performedto see
whethertheuserhasprovidedexactly oneargument(test $# -eq 1), or whetherthe
userhasnot provided exactly oneargument(test $# -ne 1). Both possibilitiesare
shown below.

file1a.sh:

#!/bin/bash
# This lets the user supply a file name as an argument,
# and we test whether the file exists or not.
# The script will abort with an error if the number of
# arguments is not equal to one.
# Author: Tux Penguin
# Created: 8/22/2002

if test $# -ne 1
then

echo "Please try again. Make sure you specify"
echo "one file name only!"
STATUS=1

else
if test -e $1
then

echo "The file $1 does exist."
STATUS=0

else
echo "The file $1 doesn’t exist."
STATUS=2

fi
fi

exit $STATUS
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file1b.sh:

#!/bin/bash
# This lets the user supply a file name as an argument,
# and we test whether the file exists or not.
# The script will abort with an error if the number of
# arguments is not equal to one.
# Author: Tux Penguin
# Created: 8/22/2002

if test $# -eq 1
then

if test -e $1
then

echo "The file $1 does exist."
STATUS=0

else
echo "The file $1 doesn’t exist."
STATUS=2

fi
else

echo "You must specify exactly one file name!"
STATUS=1

fi

exit $STATUS

106 © 2004,SUSELINUX AG (http://www.suse.com/training/)



E Sample Scripts

Sample Script 8

This enhancesSampleScript7 to senderrormessagesto stderr. Also, theerrormessage
now containsahint onhow to usethescript.

file2.sh:

#!/bin/bash
# This lets the user supply a file name as an argument,
# and we test whether the file exists or not.
# The script will abort with an error if the number of
# arguments is not equal to one.
# Author: Tux Penguin
# Created: 8/22/2002

# first store the name of this script (without the path!)
# in the SCRIPTNAMEvariable:
SCRIPTNAME=‘basename $0‘

if test $# -ne 1
then

echo "You must specify exactly one file name!" 1>&2
echo "Usage: $SCRIPTNAMEfilename" 1>&2
STATUS=1

else
if test -e $1
then

echo "The file $1 does exist."
STATUS=0

else
echo "The file$1 doesn’t exist."
STATUS=2

fi
fi

exit $STATUS
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Sample Script 9

This scriptprintsa warningif thefile systemusageis 90 percentor higheron oneof the
partitions.To achieve this,we needchecktheoutputof thedf commandfor therangeof
numbersbetween"90" and"100". The right tool for this job is egrep (but not grep ),
becauseit allows usto specifythesearchpatternasa regularexpression.Both grep and
egrep returnanexit statusof zeroif a matchis found for thegivenpattern,andanexit
statusof oneif thereis nomatch.

df1.sh:

#!/bin/bash
# This script checks partitions to see whether 90%
# or more of the available space is used on any of them,
# and prints a warning if that is the case.
# Author: Tux Penguin
# Created: 8/22/2002

# quick and dirty method ;-)

if df -P | egrep "9[0-9]%|100%"
then

echo "At least one of the partitions uses 90%"
echo "or more of its available space!"
exit 1

else
echo "None of the partitions use 90%"
echo "or more of their available space."
exit 0

fi
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Sample Script 10

animals.sh:

#!/bin/bash
# This scripts asks the user to provide the name of
# an animal, and then tells him how many legs that
# animal has.
# Author: Tux Penguin
# Created: 8/22/2002

# prompt for an animal name with cat + ’here’ operator
cat << EOF
’Tis nothin’ but a riddle-rattle script that input ever begs:
"Thou shalt me name a beast or bug or pet, I tell how many legs."
EOF

read CREATURE

case "$CREATURE" in
[dD]dog | [cC]cat | [mM]ouse )

echo "A $CREATUREhas 4 legs."
;;

[bB]ird | [hH]uman | [mM]onkey )
echo "A $CREATUREhas 2 legs."
;;

[sS]pider )
echo "A $CREATUREhas 8 legs."
;;

[fF]ly )
echo "A $CREATUREhas 6 legs."
;;

[mM]ill[ei]pede | [cC]entipede )
echo "I knew you would ask me ’bout this one."
;;

* )
echo "I haven’t the faintest idea how many legs"
echo "a(n) $CREATUREhas."
;;

esac

exit 0
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Sample Script 11

processingyes/noinput:

case "$VARIABLE" in
[yY] | [yY][eE][sS] | [yY] [eE] [aA] [hH] )

... ;;
[nN] | [nN][oO] | [nN][oO][pP][eE] )

... ;;
* )

error message ;;
esac

110 © 2004,SUSELINUX AG (http://www.suse.com/training/)



E Sample Scripts

Sample Script 12

This script implementsa while loop which iteratesover the loop body100 times. First
we needto createa counter, which thengetscountedup by 1 with eachiteration. There
areseveral waysto do arithmeticoperationsin a shell script, but in this casewe declare
the variablesinvolved as integers,which allows us to do the mathwithout any variable
expansionor othersubstitution.

counter1.sh:

#!/bin/bash
# A script to iterate over a simple "while" loop 100 times.
# Author: Tux Penguin
# Created: 8/22/2002

# this declares the COUNTERvariable as an integer
# which gets assigned the initial value of 1
declare -i COUNTER=1

while test $COUNTER-le 100
do

echo "The counter stands at $COUNTER."
COUNTER=COUNTER+1
sleep 1

done

exit 0
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Sample Script 13

This script implementsan until loop to iterateover the loop body 100 times. First
we needto createa counter, which thengetscountedup by 1 with eachiteration. There
areseveral waysto do arithmeticoperationsin a shell script, but in this casewe declare
the variablesinvolved as integers,which allows us to do the mathwithout any variable
expansionor othersubstitution.

counter2.sh:

#!/bin/bash
# A script to iterate over a simple \textt{until} loop 100 times.
# Author: Tux Penguin
# Created: 8/22/2002

# this declares the COUNTERvariable as an integer
# which gets assigned the initial value of 1
declare -i COUNTER=1

until test $COUNTER-gt 100
do

echo "The counter stands at $COUNTER."
COUNTER=COUNTER+1
sleep 1

done

exit 0
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Sample Script 14

The script’s task is to replaceuppercasewith lowercaseletters in all file namesin the
currentdirectory. This is implementedwith a for loop. The list of files is produced
throughcommandsubstitution,usingthe find command.Thelatter is executedwith the
-maxdepth 1 optionto preventit from descendinginto subdirectories.We alsoneedto
makesurethatthescriptonly touchesfileswith uppercaselettersin their names.

However, in its currentform thescript is ratherproblematicbecauseanexisting file could
beoverwritten(for instance,if therewerethefilesmemoandMemo, renamingthelatterto
getanall-lowercasefile namewouldalsooverwritetheoriginalmemofile).

lowercase1.sh:

#!/bin/bash
# This script renames all files in the current
# directory so that they have all-lowercase file names.
# Author: Tux Penguin
# Created: 8/22/2002

for FILE in ‘find . -type f -maxdepth 1‘
do

NEWFILE=‘echo $FILE | tr [A-Z] [a-z]‘
if test $FILE != $NEWFILE
then

echo mv $FILE $NEWFILE
fi

done

exit 0
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Sample Script 15

ThisenhancesSampleScript14 to avoid overwritingany existingfiles.

lowercase2.sh:

#!/bin/bash
# This script renames all files in the current
# directory so that they have all-lowercase file names.
# 2nd version: Now we also check whether the file
# already exists with lowercase lettering.
# Author: Tux Penguin
# Created: 8/22/2002

for FILE in ‘find . -type f -maxdepth 1‘
do

NEWFILE=‘echo $FILE | tr [A-Z] [a-z]‘
if test $FILE != $NEWFILE
then

if test -e $NEWFILE
then

echo "There is already a file with the name $NEWFILE."
echo "$FILE will not be renamed."
# Skip the rest and begin next loop iteration:
continue

fi
echo mv $FILE $NEWFILE

fi
done

exit 0
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Sample Script 16

SampleScript15checkedwhetherrenamingafile wouldoverwriteanexistingfile. If that
is thecase,thecurrentloop iterationis terminatedwith a continue command.Thusthe
file in questionis not renamedandkeepsits uppercaseletters.

It maythereforebeusefulto prompttheuserfor adifferentname.However, auser-supplied
namecouldagainleadto anexistingfile beingoverwritten.To avoid this,weuseawhile
loop for theconstructin question:

lowercase3.sh:

#!/bin/bash
# This script renames all files in the current
# directory so that they have all-lowercase file names.
# We also check whether the file already
# exists in lowercase lettering.
# 3rd version: If there is already a file in lowercase,
# we prompt the user for a different name.
# Author: Tux Penguin
# Created: 8/22/2002

for FILE in ‘find . -type f -maxdepth 1‘
do

NEWFILE=‘echo $FILE | tr [A-Z] [a-z]‘
if test $FILE != $NEWFILE
then

while test -e $NEWFILE
do

echo "There is already a file with the name $NEWFILE."
echo "Please enter a different name:"
read NEWFILE

done
echo mv $FILE $NEWFILE

fi
done

exit 0
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Sample Script 17

Thisscriptprintsawarningif toomuchspaceis usedononeof thesystem’spartitions.The
thresholdto trigger a warningis 90 per cent, if the script is calledwithout an argument.
The warning messagenow also informs aboutthe nameof the partition and the actual
percentage(this scriptbuildsonSampleScript9, AppendixE onpage108).

df2.sh:

#!/bin/bash
# This script checks whether too much space is used
# on any partitions. The threshold percentage to trigger
# a warning can be supplied as an argument, but
# defaults to 90 if no argument is given.
# Author: Tux Penguin
# Created: 8/22/2002
if test $# -eq 1
then

THOLD=$1
else

THOLD=90
fi

EXITSTAT=0

df -P | grep ^/dev | \
while read PART SIZE USED FREE PERCENTAGEMPOINT
do

# remove the per cent sign from the variable
PERCENTAGE=${PERCENTAGE%\%}
# or: PERCENTAGE=‘echo $PERCENTAGE| tr -d %‘

if test "$PERCENTAGE" -ge "$THOLD"
then

echo "File system usage on partition $PART (mount point"
echo "$MPOINT) has reached as much as $PERCENTAGEper cent!"
EXITSTAT=1

fi
done

exit $EXITSTAT
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Sample Script 18

For testingpurposes,an "echo " is put beforeall importantcommands,suchaschown ,
anduserdel .

userdel.sh:

#!/bin/bash
# This script prompts for a user name and then deletes
# the corresponding account. Optionally, the user’s
# home directory is deleted as well.
# Author: Tux Penguin
# Created: 8/22/2002

#yesno-Define function
yesno (){

while true
do

echo "$*"
echo "Please answer by entering (y)es or (n)o:"
read ANSWER
case "$ANSWER" in

[yY] | [yY][eE][sS] )
return 0
;;

[nN] | [nN][oO] )
return 1
;;

* )
echo "I can’t understand you over here."
;;

esac
done

}

read -p "Delete which user? " USER

if yesno "Also delete home directory of $USER?"
then

HOME=yes
fi

if yesno "Really delete user $USER?"
then

if test "$HOME" = yes
then

echo userdel -r $USER
else

HOME=$( grep $USER /etc/passwd | cut -d: -f6 )
echo chown -R root.root $HOME
echo userdel $USER

fi
fi

exit 0
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Sample Script 19

ThisenhancesSampleScript17 ( E onpage116)by addingahelpfunction.

df3.sh:

#!/bin/bash
# This script checks whether too much space is used
# on any partitions. The threshold percentage to
# trigger a warning can be supplied as an argument, but
# defaults to 90% if no argument is given.
# Author: Tux Penguin
# Created: 8/22/2002

SCRIPTNAME=‘basename $0‘
EXITSTAT=0

# declare showhelp function for help message
showhelp () {
cat <<-EOF
The $SCRIPTNAMEscript shows a warning about any
partitions on which too much space is being used,
according to a given limit. You can specify the limit
(threshold) to trigger such a warning as an argument.
For instance, to show a warning on all partitions
where more than 75% of the space is used, enter:
$SCRIPTNAME75
The default threshold is 90%.
EOF
}

if test $# -eq 1
then

if test "$1" -gt 0 -a "$1" -le 100
then

THOLD=$1
else

showhelp 1>&2
exit 2

fi
else

THOLD=90
fi

df -P | grep ^/dev |
while read PART SIZE USED FREE PERCENTAGEMPOINT
do

# remove the per cent sign from the variable
PERCENTAGE=${PERCENTAGE%\%}
# or: PERCENTAGE=‘echo $PERCENTAGE| tr -d %‘

if test "$PERCENTAGE" -ge "$THOLD"
then

echo "File system usage on partition $PART (mount point"
echo "$MPOINT) has reached as much as $PERCENTAGEper cent!"
EXITSTAT=1

fi
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done

exit $EXITSTAT

Thescriptusesthehere operatorto outputseverallinesof text with thehelpof cat . This
prints the text to the screenexactly ascontainedin the script, with oneexception: As a
specialoptionof theoperator, the"-" is put betweentheoperatoritself andtheredirector
(cat «-EOF), whichsuppressesthetabsusedfor indentationin theactualoutput.
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Sample Script 20

This scriptenhancessamplescript19 (AppendixE on page118)by addingtheability to
acceptoptionsfrom thecommandline.

df4.sh:

#!/bin/bash
# This script checks whether too much space is used
# on any partitions. Options include the warning
# threshold to be used, and whether to mail the
# output to root. If no threshold is specified, the
# script uses the default value of 90%.
# Author: Tux Penguin
# Created: 8/22/2002

SCRIPTNAME=‘basename $0‘
EXITSTAT=0

# this sets a variable to define a temporary file, with the
# shell’s PID as the filename extension
TEMPFILE=/tmp/df.$$

# declare showhelp function for help message
showhelp () {
cat <<-EOF
The $SCRIPTNAMEscript shows a warning about any
partition on which too much space is being used,
according to a given limit. It accepts these options:

-h show this help message
-m do not print warning, but mail it to root
-t THOLD threshold in per cent to trigger a warning

If no threshold is specified, the script will output
a warning for all partitions where 90% or more of the
space is used.
EOF
}

# extracts options & defines their actions
while getopts hmt: VAR
do

case $VAR in
h ) showhelp 1>&2

exit 0 ;;
m ) DOMAIL=yes ;;
t ) THOLD="$OPTARG" ;;

esac
done
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# THOLD mustn’t be empty
if test -n "$THOLD"
then

# threshold must be between 1 and 100,
# if not it gets rejected
if test "$THOLD" -le 0 -o "$THOLD" -gt 100
then

showhelp 1>&2
exit 2

fi
else

# if no threshold was specified, we assume a
# default of 90
THOLD=90

fi

df -P | grep ^/dev |
while read PART SIZE USED FREE PERCENTAGEMPOINT
do

# remove the per cent sign from the variable
PERCENTAGE=${PERCENTAGE%\%}
# or: PERCENTAGE=‘echo $PERCENTAGE| tr -d %‘

if test "$PERCENTAGE" -ge "$THOLD"
then

echo "File system usage on partition $PART (mount point"
echo "$MPOINT) has reached as much as $PERCENTAGE%!"\
>> $TEMPFILE
EXITSTAT=1

fi
done

# message only needs to be put out if there was
# indeed a partition above THOLD, so that a temp. file
# got created in the 1st place
if test -e $TEMPFILE
then

if test "$DOMAIL" = "yes"
then

cat $TEMPFILE | mail -s "File syst. usage at least \
$THOLD%on one partition!" root

else
cat $TEMPFILE

fi
fi

# clean up
test -e $TEMPFILE && rm $TEMPFILE

exit $EXITSTAT
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Sample Script 21

This modifiesSampleScript20 (AppendixE on page120)to handlesignals2 and15 in a
cleanway.

df5.sh:

#!/bin/bash
# This script checks whether too much space is used
# on any partitions. Options include the warning
# threshold to be used, and whether to mail the
# output to root. If no threshold is specified, the
# script uses the default value of 90%.
# Author: Tux Penguin
# Created: 8/22/2002

SCRIPTNAME=‘basename $0‘
EXITSTAT=0

# this sets a variable to define a temporary file, with the
# shell’s PID as the filename extension
TEMPFILE=/tmp/df.$$

# trap signals 2 (SIGINT, or ctrl+c), 15 (SIGTERM)
trap "rm $TEMPFILE; exit 123" 2 15

# declare showhelp function for help message
showhelp () {
cat <<-EOF
The $SCRIPTNAMEscript shows a warning about any
partition on which too much space is being used,
according to a given limit. It accepts these options:

-h show this help message
-m do not print warning, but mail it to root
-t THOLD threshold in per cent to trigger a warning

If no threshold is specified, the script will output
a warning for all partitions where 90% or more of the
space is used.
EOF
}

# extracts options & defines their actions
while getopts hmt: VAR
do

case $VAR in
h ) showhelp 1>&2

exit 0 ;;
m ) DOMAIL=yes ;;
t ) THOLD="$OPTARG" ;;

esac
done
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# THOLD mustn’t be empty
if test -n "$THOLD"
then

# threshold must be between 1 and 100,
# if not it gets rejected
if test "$THOLD" -le 0 -o "$THOLD" -gt 100
then

showhelp 1>&2
exit 2

fi
else

# if no threshold was specified, we assume a
# default of 90
THOLD=90

fi

df -P | grep ^/dev |
while read PART SIZE USED FREE PERCENTAGEMPOINT
do

# remove the per cent sign from the variable
PERCENTAGE=${PERCENTAGE%\%}
# or: PERCENTAGE=‘echo $PERCENTAGE| tr -d %‘

if test "$PERCENTAGE" -ge "$THOLD"
then

echo "File system usage on partition $PART (mount point \
$MPOINT) has reached as much as $PERCENTAGE%!"\
>> $TEMPFILE
EXITSTAT=1

fi
done

# message only needs to be put out if there was
# indeed a partition above THOLD, so that a temp. file
# got created in the 1st place
if test -e $TEMPFILE
then

if test "$DOMAIL" = "yes"
then

cat $TEMPFILE | mail -s "File syst. usage at least \
$THOLD%on one partition!" root

else
cat $TEMPFILE

fi
fi

# clean up
test -e $TEMPFILE && rm $TEMPFILE

exit $EXITSTAT
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Sample Script 22

groupmembers.sh:

#!/bin/bash
# This script takes a group name as an argument, and then
# filters the contents of /etc/passwd and /etc/group
# to list either the primary members, the secondary members,
# or all members of the given group.
# Author: Tux Penguin
# Created: 8/22/2002

SCRIPTNAME=‘basename $0‘

# abort if script has not been called with a
# group name as an argument
if [ $# -ne 1 ]
then

echo "Usage: $SCRIPTNAMEgroupname"
exit 1

fi

# the GROUPvariable stores the name of the group
# in question, and GROUPID the corresponding ID
GROUP=$1
GROUPID=‘grep ^$GROUP/etc/group | cut -d: -f3‘

# 1st function: get primary group members only
# the default field separator for read is space or tab,
# so we need to re-assign IFS to use a colon instead
prim_groupies () {
IFS=:
cat /etc/passwd | while read LOGIN PASS USERID GROUPREST

do if test "$GROUPID" = "$GROUP"
then

echo $LOGIN
fi

done
}

# 2nd function, get secondary group members only
secnd_groupies () {
grep ^$GROUP/etc/group | cut -d: -f4
}
# display a menu
PS3="Please enter your selection: "
select i in "Primary group members" \

"Secondary group members" \
"All group members" Quit

do
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if test "$i" = "Quit"
then

break
else case $i in

"Primary group members" )
echo "$i of group $GROUP: "
prim_groupies
;;

"Secondary group members" )
echo "$i of group $GROUP: "
secnd_groupies
;;

"All group members" )
echo "$i of group $GROUP: "
prim_groupies
secnd_groupies
;;

esac
fi

done

exit 0
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Sample Script 23

dialog-sample.sh:
#!/bin/bash
# This script implements a number of different dialog boxes.
# Author: Tux Penguin
# Created: 8/22/2002

# dialog directs user input to stderr, therefore we need to
# redirect to a temporary file in order to do something with
# it later on
TEMPFILE=/tmp/dialog.$$

# trap the TERM signal and keyboard interrupts so that
# temp. files are removed
trap ’rm $TEMPFILE ; exit 2’ 2 15

# a yesno box
dialog --title "Demo: yesno" --yesno \
"A yesno box can query the user’s answer to a question.
The user can select either <Yes> or <No>. If <Yes> is
selected, the exit status of dialog is "0"; if <No> is
selected, the exit status is "1".\n
Do you want to continue?" 10 70

# the exit status is "1" if the user selects <No>,
# in which case we exit from the script
test "$?" = "1" && exit 0

# a msgbox
dialog --title "Demo: msgbox" --msgbox \
"A message box can be used to display some kind of information.
The user is supposed to confirm by selecting <OK>." 8 70

# an inputbox
dialog --title "Demo: inputbox" --inputbox \
"With an inputbox, it is possible to read in user input for
processing by a script. The string entered goes to stderr,
from where it can be directed to a temporary file, for
instance. If the user selects <Cancel>, dialog returns an
exit status of "1".

Please enter some words:" 15 70 2> $TEMPFILE

# the exit status is "1" if the user selects <Cancel>,
# in which case we exit from the script
test "$?" = "1" && exit 0

# open a msgbox to show the user what has just been entered
dialog --title "Demo: your input" --msgbox \
"Believe it or not, this is what you’ve just typed: \n
‘cat $TEMPFILE‘" 10 70
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# a text box
dialog --title "Demo: textbox" --textbox ~/bin/dialog-textbox.txt 15 70

# a menu
dialog --title "Demo: menu" --menu \
"With the \"menu\" option of dialog, you can create simple menus
from which exactly one item may be selected. The \"name\" of the
item (such as \"Item 1\") is printed to stderr and needs to be
redirected somehow to be of any use." 15 70 2 \
"Item 1" "First selectable menu thingy" \
"Item 2" "Second selectable menu thingy" 2> $TEMPFILE

# the exit status is "1" if the user selects <Cancel>,
# in which case we exit from the script
test "$?" = "1" && exit 0

# open a msgbox to show the user which item has been selected
dialog --title "Demo: your menu selection" --msgbox \
"This is the menu item that you’ve just selected: \n
‘cat $TEMPFILE‘ " 10 70

# a checklist
dialog --title "Demo: checklist" --checklist \
"The \"checklist\" option of dialog lets you display a list
of entries, each of which can be activated by the user with
<Space>. You can also set which entry should be on or off
by default. The \"names\" of any selected entries are written
to stderr." 15 70 3 \
"a" "I speak German." "on" \
"b" "I also speak English." "on" \
"c" "I speak Spanish, too." "off" 2> $TEMPFILE

# the exit status is "1" if the user selects <Cancel>,
# in which case we exit from the script
test "$?" = "1" && exit 0

# now open a msgbox to show the user what has been selected
dialog --title "Demo: your checklist selection" --msgbox \
"Your computer says that you’ve just selected these
entries: \n
‘cat $TEMPFILE‘ " 10 70
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# a radiolist
dialog --title "Demo: radiolist" --radiolist \
"With the \"radiolist\" option, dialog displays a list
from which exactly one entry may be selected. With an
additional option, you can set whether an entry should
be on or off by default. The \"name\" of the selected
entry is written to stderrr." 15 70 4 \
"First" "I want to have my cake." "off" \
"Second" "I want to eat my cake." "off" \
"Third" "I want to have your cake and eat it." "off" 2> $TEMPFILE

# the exit status is "1" if the user selects <Cancel>,
# in which case we exit from the script
test "$?" = "1" && exit 0

# now show what has been selected in a msgbox
dialog --title "Demo: your radiolist selection" --msgbox \
"With regard to cakes, your choice has been the following: \n
‘cat $TEMPFILE‘ " 10 70

# using gauge to create a progress bar

{
declare -i COUNTER=1
while test $COUNTER-le 100
do

echo $COUNTER
COUNTER=$COUNTER+1
sleep 1

done
} | dialog --title "Demo: unstoppable progress with gauge" --gauge \
"The gauge option makes it possible to display a progress bar.
The script uses a loop to create numeric values, which can be
displayed by dialog in the form of a progress meter indicating
a percentage." 10 70 0

To makesurethatthesamplescriptcanactuallydisplayatext with dialog -textbox ,
youshouldcreatethefollowing file andstoreit as∼/bin/dialog-textbox.txt :

You are looking at the contents of a plain text file, which
is displayed with the help of the textbox option of dialog.
A text box is dialog’s equivalent of a simple pager, with similar
features. For instance, the "/" key allows you to search for a
string in the text.
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